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Total Zero-Day Vulnerabilities Found: 27

Command CSRF Local File SQL Cross-Site XML External
Injection Inclusion Injection Scripting Entity
2 4

" 3

Zero-Day vulnerabilities protected through core rules 25
Zero-Day vulnerabilities protected through custom rules 2%
Zero-Day vulnerabilities for which protection cannot be determined 0**
Zero-Day vulnerabilities found by Indusface WAS 25

* To enable the custom rules, please contact support@indusface.com
** Since the attack vectors are not known, Indusface cannot determine if these vulnerabilities are
protected.

Vulnerability Trend:

The weekly trend displays the total number of vulnerabilities discovered to the type of protection
provided for the last quarter.

Week  Week Week Week
1 2 3 4

Sep-21

B Total Blocked/Logged Web App Sec Zero-Day Vulnerabilities by Core Rules
B Total Custom Patch Created for Web App Sec Zero-Day Vulnerabilities

B Total Pattern/Vector Not Published for Web App Sec Zero-Day Vulnerabilities
B Total Zero-Day Vulnerabilities found by Indusface Scanner

93% 7%
of the zero-day vulnerabil- of the zero-day vulnerabil- of the zero-day vulnerabili-
ities were protected by the ities were protected by the ties were reported by Indus-
core rules in the last quarter custom rules in the face Scannerin the

last quarter last quarter
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Top Five Vulnerability Categories

10
8
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4
2
0
SQL Injection Cross-Site Command Local File CSRF
Scripting Injection Inclusion

M Sep-21 M Oct-21 HENov-21

Note: Our Sig-Dev team constantly monitors the security landscape and leading security websites
to identify any new vulnerabilities identified/published and monitors/updates rules to ensure round-
the-clock protection for customer sites.

Vulnerability Vulnera VuInerablIlty AppTrana Indusface WAS
Type Name Descrip Coverage Coverage

Local File CVE-2021- Cloudfiare A vulnerability, which Protected by Detected by the
Inclusion 3907 OctoRPKI was classified as crit- corerules. scanner as the
Cache Folder ical, has been found Local File
path traversal inCloudflare OctoRPKI Inclusion
. This issue affects attack.

some unknown
processing of the
component. There is
no information about
possible counter-
measures known. It
may be suggested to
replace the affected
object with an alter-
native product.

CVE-2021- ServerMan- A vulnerability was Protected by Detected by the
43493 agement found in ServerMan- core rules. scanner as the
pathname agement and classi- Local File
traversal fled as problematic. Inclusion
Affected by this issue attack.

is an unknown part.
There is no informa-
tion about possible
countermeasures
known. It may be
suggested to replace
the affected object
with an alternative
product.
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Vulnerability Public ID

Type

Vulnerability

Name

AppTrana
Coverage

Vulnerability
Description

Indusface WAS
Coverage

CVE-2021-
43494

CVE-2021-
43496

CVE-2021-
43492

CVE-2021-
42727

OpenCV-
REST-API
pathname
traversal

Clustering
pathname
traversal

Alquist-
Manager
pathname
traversal

Adobe Robo-
Help Server
up to 2020.01
Tomcat path
traversal

A vulnerability,
which was classi-
fled as problematic,
has been found in
OpenCV-REST-API.
This issue affects an
unknown function.
There is no informa-
tion about possible
countermeasures
known. It may be
suggested to replace
the affected object
with an alternative
product.

Protected by
corerules.

A vulnerability, which
was classified as
problematic, was
found in Clustering.
Affected is an un-
known functionality.
There is no informa-
tion about possible
countermeasures
known. It may be
suggested to replace
the affected object
with an alternative
product.

Protected by
corerules.

A vulnerability

has been found in
AlquistManager and
classified as prob-
lematic. Affected

by this vulnerability
is some unknown
functionality. There is
no information about
possible counter-
measures known. It
may be suggested to
replace the affected
object with an alter-
native product.

Protected by
core rules.

A vulnerability, which
was classified as crit-
ical, has been found
in Adobe RoboHelp
Server up to 2020.0.1.
Affected by this issue
is some unknown
functionality of the
component. Upgrad-
ing eliminates this
vulnerability.

Protected by
corerules.

Detected by the
scanner as the
Local File
Inclusion
attack.

Detected by the
scanner as the
Local File
Inclusion
attack.

Detected by the
scanner as the
Local File
Inclusion
attack.

Detected by the
scanner as the
Local File
Inclusion
attack.
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Vulnerability Vulnerability | Vulnerability AppTrana Indusface WAS
Type Name Description Coverage Coverage

Command CVE-2021- Microsoft A vulnerability has Protected by Detected by
Injection 42321 Exchange been found in Micro- core rules. the scanner as
Server 2016 soft Exchange Server the Command
CU22/2019 2016 CU22/2019 CUM Injection attack.
CUM Privilege | and classified as crit-
Escalation ical. Applying a patch

can eliminate this
problem. A possible
mitigation has been
published immediate-
ly after the disclosure
of the vulnerability.

3 Cross-Site CVE-2021- Accept Do- A vulnerability, which Protected by NA
Request 24572 nations with was classified as custom
Forgery PayPal Plugin problematic, was rules.
up to1.3.0 on found in Accept Do-
WordPress nations with PayPal.
Donation This affects some
Button cross- = unknown processing
site request of the component.
forgery Upgrading to version
1.3.1 eliminates this
vulnerability.
CVE-2020- WP-Pro-Quiz A vulnerability clas- Protected by NA
36504 Plugin up sified as problematic custom
to 0.37 on was found in Word- rules.
WordPress Press. Affected by
Delete cross- this vulnerability is an
site request unknown code of the
forgery component. There is

no information about
possible counter-
measures known. It
may be suggested to
replace the affected
object with an alter-
native product.

4 SQL Injection CVE-2020- PybbsCMS A vulnerability, which Protected by Detected by the
28702 5.2.1 Topic- was classified as crit- corerules. scanner as the
Mapper.xml ical, has been found SQL Injection
SQL Injection in PybbsCMS 5.2.1. attack.

Affected by this issue
is some unknown
processing of the file.
There is no informa-
tion about possible
countermeasures
known. It may be
suggested to replace
the affected object
with an alternative

product.
CVE-2021- McAfee Data A vulnerability, which Protected by Detected by the
31849 Loss Pre- was classified as core rules. scanner as the
vention ePO critical, has been SQL Injection
Extension found in McAfee Data attack.

prior 11.7100 Loss Prevention ePO

SQL Injection Extension. This issue
affects an unknown
functionality. Up-
grading to version
11.7100 eliminates
this vulnerability.
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Vulnerability Public ID

Vulnerability
Name

Vulnerability

AppTrana

Indusface WAS

Type

CVE-2021-
36299

CVE-2021-
36300

5 Cross-Site
Scripting

CVE-2021-
24685

CVE-2015-
10001

CVE-2021-
24789

CVE-2021-
24715

Dell EMC
iDRAC?

prior
4.40.29.00/
5.00.00.00
SQL Injection

Dell EMC
iDRAC? prior
5.00.00.00
SQL Injection

Flat Preloader
Plugin up to
1.5.3 on Word-
Press Setting
cross-site
scripting

WP-Stats
Plugin prior
2.52 on Word-
Press cross-
site scripting

Flat Preload-
er Plugin up
to1.5.4 on
WordPress
Frontend
cross-site
scripting

WP Sitemap
Page Plugin
up to 1.6.x on
WordPress
Setting cross-
site scripting

Description

A vulnerability clas-
sified as critical was
found in Dell EMC
iDRACQ. Affected by
this vulnerability is
an unknown func-
tion. Upgrading to
version 4.40.29.00 or
5.00.00.00 eliminates
this vulnerability.

A vulnerability, which
was classified as crit-
ical, has been found
in Dell EMC iDRACS9.
Affected by this issue
is an unknown func-
tionality. Upgrading
to version 5.00.00.00
eliminates this vul-
nerability.

A vulnerability clas-
sified as problematic
was found in the Flat
Preloader Plugin up
to 1.5.3. This vulner-
ability affects some
unknown functional-
ity of the component.
Upgrading to version
1.5.4 eliminates this
vulnerability.

A vulnerability was
found in WP-Stats
Plugin. It has been
declared as problem-
atic. This vulnerability
affects an unknown
code block. Up-
grading to version
2.52 eliminates this
vulnerability.

A vulnerability, which
was classified as
problematic, has
been found in Flat
Preloader Plugin up
t0 1.5.4. Affected by
this issue is some
unknown functional-
ity of the component.
Upgrading to version
1.5.5 eliminates this
vulnerability.

A vulnerability was
found in WP Site-
map Page Plugin up
to 1.6.x. It has been
classified as problem-
atic. Affected is some
unknown functional-
ity of the component.
Upgrading to version
1.7.0 eliminates this
vulnerability.

Coverage

Protected by
core rules.

Protected by
core rules.

Protected by
corerules.

Protected by
corerules.

Protected by
corerules.

Protected by
core rules.

Coverage

Detected by the
scanner as the
SQL Injection
attack.

Detected by
the scanner
as the Cross-
Site Scripting
attack.

Detected by
the scanner
as the Cross-
Site Scripting
attack.

Detected by
the scanner
as the Cross-
Site Scripting
attack.

Detected by
the scanner
as the Cross-
Site Scripting
attack.
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Vulnerability | Public ID

Vulnerability
Name

Vulnerability
Description

AppTrana
Coverage

Indusface WAS

Coverage

CVE-2021-
24813

CVE-2021-
41349

CVE-2020-
14424

CVE-2021-
33850

Events Made
Easy Plugin
prior 2.2.24
on WordPress
Custom Field
cross-site
scripting

Microsoft
Exchange
Server 2013
CU23/2016
CU22/2019
CUM informa-
tion disclo-
sure

Cactiup to
1.217 Tem-
plate Import
cross-site
scripting

Microsoft
Clarity 0.3
Configuration
cross-site
scripting

A vulnerability was
found in the Events
Made Easy Plugin. It
has been classified
as problematic. This
affects an unknown
code of the compo-
nent. Upgrading to
version 2.2.24 elimi-
nates this vulnerabil-
ity. Applying a patch
can eliminate this
problem. The best
possible mitigation is
suggested to be up-
grading to the latest
version.

A vulnerability was
found in Microsoft
Exchange Server
2013 CU23/2016
CU22/2019 CUM. It
has been declared as
problematic. Affected
by this vulnerability
is an unknown code.
Applying a patch

can eliminate this
problem. A possible
mitigation has been
published immediate-
ly after the disclosure
of vulnerability.

A vulnerability,

which was classi-
fied as problematic,
has been found in
Cacti up to 1.2.17).
This issue affects an
unknown code block
of the component.
Upgrading to version
1.2.18 eliminates this
vulnerability. Apply-
ing a patch can elim-
inate this problem.
The best possible
mitigation is suggest-
ed to be upgrading to
the latest version.

A vulnerability was
found in Microsoft
Clarity 0.3 and clas-
sified as problematic.
Affected by this
issue is an unknown
function of the
component. There is
no information about
possible counter-
measures known. It
may be suggested to
replace the affected
object with an alter-
native product.

Protected by
corerules.

Protected by
corerules.

Protected by
corerules.

Protected by
core rules.

Detected by
the scanner
as the Cross-
Site Scripting
attack.

Detected by
the scanner
as the Cross-
Site Scripting
attack.

Detected by
the scanner
as the Cross-
Site Scripting
attack.

Detected by
the scanner
as the Cross-
Site Scripting
attack.



XML External
Entity

CVE-2021-
31852

CVE-2021-
31851

CVE-2021-
36332

CVE-2020-
2591

CVE-2021-
20839

Vulnerability

Name

McAfee
Policy Auditor
up to 6.51
Web-based
Interface UID
cross-site
scripting

McAfee
Policy Auditor
up to 6.51
Web-based
Interface
profileNodelD
cross-site
scripting

Dell EMC
CloudLink up
to 71 cross-
site scripting

MODX

CMS 2.7.3
modRestSer-
viceRequest
XML external
entity refer-
ence

Antenna
House Office
Server Docu-
ment Con-
verter up to
7AMR7/7.2MR4
XML Docu-
ment XML
external entity
reference
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Vulnerability
Type

Vulnerability
Description

A vulnerability was
found in Microsoft
Clarity 0.3 and clas-
sified as problematic.
Affected by this
issue is an unknown
function of the
component. There is
no information about
possible counter-
measures known. It
may be suggested to
replace the affected
object with an alter-
native product.

A vulnerability clas-
sified as problematic
has been found in
McAfee Policy Auditor
up to 6.5.1. Affected

is an unknown part
of the component.
Upgrading to version
6.5.2 eliminates this
vulnerability.

A vulnerability, which
was classified as
problematic, has
been found in Dell
EMC CloudLink up to
7. This issue affects
an unknown part.
Upgrading eliminates
this vulnerability.

A vulnerability was
found in MODX CMS
2.7.3. It has been
rated as critical.
This issue affects an
unknown code block
of the component.
There is no informa-
tion about possible
countermeasures
known. It may be
suggested to replace
the affected object
with an alternative
product.

A vulnerability was
found in Antenna
House Office Server
Document Converter
up to 7IMR7/7.2MR4.
It has been declared
as critical. This vul-
nerability affects an
unknown code of the
component. There is
no information about
possible counter-
measures known. It
may be suggested to
replace the affected
object with an alter-
native product.

AppTrana
Coverage

Protected by
corerules.

Protected by
corerules.

Protected by
core rules.

Protected by
core rules.

Protected by
corerules.

Indusface WAS
Coverage

Detected by
the scanner
as the Cross-
Site Scripting
attack.

Detected by
the scanner
as the Cross-
Site Scripting
attack.

Detected by
the scanner
as the Cross-
Site Scripting
attack.

Detected by the
scanner as an
XML external
entity attack.

Detected by the
scanner as an
XML external
entity attack.
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Vulnerability

Type

Public ID

Vulnerability
Name

Vulnerability
Description

AppTrana
Coverage

Indusface WAS
Coverage

CVE-2020-
26705

Easy-XML
0.5.0 XML
Content
parseXML xml
external entity
reference

A vulnerability was
found in Easy-XML
0.5.0 and classified
as critical. Affect-

ed by thisissue is
the function of the
component. There is
no information about
possible counter-
measures known. It
may be suggested to
replace the affected
object with an alter-
native product.

Protected by
corerules.

Detected by the
scanner as XML
external entity
attack.
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Indusface is a leading application security SaaS company that secures
critical Web, Mobile & API applications of 3000+ global customers using its
award-winning fully managed platform that integrates a web application
scanner, web application firewall, DDoS &, BOT Mitigation, CDN, and threat
intelligence engine. The company has been funded by Tata Capital Growth
Fund, is Great Place to Work certified, mentioned by analysts like Gartner,
Forrester, etc in their reports, and has been the recipient of many awards
such as the Economic Times Top 25, NASSCOM DSCI Top Security Compa-

ny, Deloitte Asia Top 100, and several other such prestigious recognitions.

CONTACT US - +91265 6133021 | +1866 537 8234

EMAIL - sales@indusface.com
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https://www.twitter.com/indusface
https://www.facebook.com/pages/Indusface/127432040602579
https://www.linkedin.com/company/indusface
https://www.youtube.com/channel/UC5qgcYs8sounnnt9ypCqBOw
https://www.instagram.com/indusface_apptrana/

