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In June 2026, 400 zero-days emerged across the traffic AppTrana
protects. Every one was caught and blocked automatically, no manual
intervention, no exposure window.
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Coverage reflects real enforcement across AppTrana-protected traffic in June 2026. Every
vulnerability listed traces back to a specific CVE, blocking rule, and scanner check.
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01 e EXECUTIVE SUMMARY

Zero-Day Exposure Window: O Days

In June 2026, AppTrana’s default rule set automatically blocked 400 zero-day vulnerabilities,
achieving 100% coverage with zero manual intervention. The gap between disclosure and

protection, usually where exposure lives, never opened.

400

BLOCKED BY DEFAULT

Command Injection, SQL Injection, Path
Traversal, and Cross-Site Scripting all
covered at 100% out of the box, zero manual
tuning required.

Pre-patch

EXTORTION CAMPAIGN CLOSED

The Oracle PeopleSoft zero-day exploited by
UNC6240 (ShinyHunters) was blocked by
default before the vendor's own advisory
shipped, eliminating that exposure window
entirely.
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26

CISA KEV ENTRIES

Including CVE-2026-12569 and CVE-2026-
20230, both cited under Binding Operational
Directive 26-04, blocked before any patch
obligation existed.

20

AGENTIC Al & LLM ZERO-DAYS

Blocked automatically across prompt
injection, RAG data exposure, and agent-to-
tool trust boundaries. Al threats didn't get a
free pass.



02 e COVERAGE

Coverage by Category

Command Injection accounted for 180 of 400 vulnerabilities and the most Critical findings of any

category, the largest share of risk this report tracks. All identified vulnerabilities were covered at

100%, with no exceptions.

CATEGORY

Command Injection

SQL Injection

Path Traversal

Cross-Site Scripting

SSRF

Injection

Insecure Design (File-Upload)
Uncontrolled Resource Consumption

XML Injection
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03 e RISK PROFILE

Severity Snapshot

81% of the 400 vulnerabilities blocked, 325 in total, were Critical or High severity, normally the
fastest-tracked tier for patching. Here, there was no fast-track needed: all were already blocked
by default.

@ Critical @ High Medium @ Low @ Unscored

BREAKDOWN BY SEVERITY

116 29.0%

@ Critical

I
® High e 209 5.
48 12.09%
I
D

Medium

2 0.5%

® Low

25 6.3%

® Unscored

These sit in the tier most organizations rush to patch first,
where an open exposure window carries the highest risk.
Every one was already blocked at the edge, with no

CRITICAL + HIGH SEVERITY emergency patch cycle, out-of-band change, or manual

rule work required.
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04 e REAL-WORLD RISK

Exploitation & KEV Status

Of the 400 blocked, 26 were already confirmed by CISA as actively exploited and listed in the
Known Exploited Vulnerabilities catalog. Another 161 had a public exploit or proof-of-concept in

circulation. The usual gap between exploit and patch simply didn’t apply, coverage was already

there.

26 161

CISA KEV - ACTIVELY PUBLIC EXPLOIT / POC
EXPLOITED AVAILABLE
6.5% 40.3%

NOTABLE CISA KEV ENTRIES BLOCKED

CVE SEVERITY /CVSS
CVE-2026-35273 Critical /9.8
CVE-2026-10520 Critical /10.0
CVE-2026-10523 Critical /9.9
CVE-2026-8037 Critical /9.8
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213

NO KNOWN EXPLOIT

53.2%

CATEGORY

SSRF

Command Injection

Command Injection

Command Injection



05 e EMERGING RISK

Agentic Al & LLM Risk Coverage

Agentic Al and LLM components introduce a distinct set of exposures: prompt injection, insecure
agent-to-tool trust boundaries, and exposed RAG data sources. In June 2026, 20 vulnerabilities

across this attack surface were blocked automatically.

6 8 6 7.8 9.8

CRITICAL HIGH MEDIUM AVG CVSS PEAK CVSS
RISK AREA BLOCKED WHAT IT COVERS
LLM Application Layer 12 LLM application code and integrations
RAG Data Exposure 4 RAG pipelines and connected data sources
Prompt Injection 3 Direct or indirect prompt-injection vectors
Agent-to-Tool Trust 3 Autonomous-agent frameworks and trust boundaries

NOTABLE Al [ LLM ZERO-DAYS BLOCKED

CVE SEVERITY / CVSS CATEGORY
CVE-2026-55743 Critical /9.6 Command Injection
CVE-2024-58351 Critical /9.8 Command Injection
CVE-2026-55413 Critical /9.4 Command Injection
CVE-2026-53753 Critical /9.8 Command Injection
CVE-2026-44020 Critical /9.4 XML Injection
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06 e TREND

Vulnerability Trend

Volume this period was heavily back-loaded. Weeks 3 through 5 (9 to 25 June) account for 383

of the 400 vulnerabilities blocked, with week 4 alone outpacing the rest of the month combined.

That surge lines up with a run of high-profile disclosures, lvanti Sentry, Oracle PeopleSoft, and a

five-product CISA KEV cluster, all blocked without a single custom rule.

TOP FIVE CATEGORIES - THREE-MONTH COMPARISON April @3 May

Command Injection

SQL Injection

Cross-Site Scripting

SSRF

Path Traversal

APR

MAY

JUN

APR

MAY

JUN

APR

MAY

JUN

APR

MAY

JUN

APR

MAY

JUN

Command Injection rose from 44 in May to 180 in June, and Path Traversal from 8 to 39, the
sharpest month-over-month increases here. AppTrana held 100% coverage across both
throughout, with no custom rule work or emergency patch cycles. A similar spike next month
would need no additional engineering time or change-approval capacity: the existing rule set

has already absorbed a 4x jump in volume without a coverage gap.
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@ June

85
44
180

109
50
93

160
98
33

74
31
24

39



07 e THREAT INTELLIGENCE

High-Profile Attacks Blocked

THREAT SEVERITY / CVSS EXPLOITATION

Oracle PeopleSoft

Critical /9.8 CISA KEV
CVE-2026-35273
Ivanti Sentry .

Critical /10.0 & 9.9 CISA KEV
CVE-2026-10520 / CVE-2026-10523
Cisco Catalyst SD-WAN "

Critical TARGETED INTRUSION
CVE-2026-20245 / -20182 / -20127
Command-Injection KEV Cluster .

Critical /9.11t010.0 CISA KEV
5 products
Cisco UCM & SD-WAN Manager

Unscored /6.5 CISA KEV

CVE-2026-20230 / CVE-2026-20262

Oracle PeopleSoft: blocked from day zero

Exploited in the wild as a zero-day between 27 May and 9 June, two weeks before Oracle's own advisory
and patch. Mandiant attributes the campaign to UNC6240 (ShinyHunters), a financially motivated extortion
collective that hit over 100 organizations, 68% of them higher education, stealing data later posted to the

group's leak site. AppTrana’s SSRF policy blocked the exploitation path from day zero.

Ivanti Sentry: closed same-day, ahead of any patch

A pre-auth path to root-level remote code execution, with a public proof-of-concept released within a day
of disclosure. Ivanti Sentry has been a repeat KEV target, cited twice before this incident, and AppTrana’s
Default Rule Set closed this instance the same day it was disclosed, ahead of any vendor patch.

Cisco Catalyst SD-WAN: upload-based escalation caught
Mandiant documented a threat actor escalating from a compromised admin account to root-level access
using a malicious file upload, then executing deliberate anti-forensic cleanup to erase its tracks. The exact

upload-based escalation technique is the pattern AppTrana’s Malicious File Upload policy is built to catch,
and did.

Command-Injection KEV Cluster: five unrelated products, one policy
Kemp LoadMaster, Avada/Fusion Builder, FOSSBIlling, and Gogs (twice), five separately disclosed,

unrelated products, all added to CISA KEV within the same two-week window, and all closed by the
AppTrana security policy.
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08 e COMPLETE COVERAGE

Every Vulnerability Blocked, by Category

Each of the 400 vulnerabilities blocked in June 2026 traces back to a specific CVE, blocking rule, and

scanner check, ready for audit or compliance review.

CVE VULNERABILITY SEVERITY EXPLOITATION STATUS

Command Injection: 180 blocked - avg CVSS 8.8 - 16 CISA KEV

CVE-2026-10520 More Evidence That Words Don't Mean What We Though... Critical /10 CISA KEV v Blocked

CVE-2026-10523 CVE-2026-10520, CVE-2026-10523 - Multiple critical v... Critical /10 CISA KEV v Blocked

CVE-2023-38035 CVE-2026-10520, CVE-2026-10523 - Multiple critical v... Critical /10 CISA KEV v Blocked

CVE-2020-15505 CVE-2026-10520, CVE-2026-10523 - Multiple critical v... Critical /10 CISA KEV v Blocked

CVE-2026-52704 Improper Control of Generation of Code (‘Code Injection'...  Critical /10 NO KNOWN v Blocked
EXPLOIT

CVE-2026-25470 Improper Control of Generation of Code (‘Code Injection'...  Critical /10 NO KNOWN v Blocked
EXPLOIT

CVE-2026-10561 IBM Langflow OSS 1.0.0 through 1.9.3 has an vulnerability...  Critical [ 10 NO KNOWN v Blocked
EXPLOIT

CVE-2026-52813 Gogs is an open source self-hosted Git service. Critical /10 CISA KEV v Blocked

CVE-2025-71338 Flowise contains a path traversal vulnerability in the /api/... Critical /10 PUBLIC v Blocked
EXPLOIT/POC

CVE-2026-46850 Vulnerability in the MySQL Shell product of Oracle MySQ... Critical /9.9 NO KNOWN v Blocked
EXPLOIT

CVE-2026-5366 Prefect version 3.6.23 is vulnerable to remote code exec... Critical /9.9 PUBLIC v Blocked

mDUSI:A[:E ©2026 Indusface. All rights reserved.

EXPLOIT/POC

10



CE VULMERABILITY SEWERITY EXPLOITATION STATUS

Command Injection: 180 blocked - avg CVS5 B.B - 146 CISA KEV (continued)

CVE-2026-56274 Flowise bafore 3.9.2 contains multiple OS5 commandinjec.,.  Critical | 9.9 PURLIC + Biockoed
EXPLOITIROC

CYE-2024-34789 fidn s an open source workilow autormaben platform. Critical | 8.9 PUBLIC ' Blocked
EXPLOITIROG

CVE-2026- 52506 i30gs is an open source self-hosted Git service. Critical | 9.8 CISA KEY « Biocked

CVE-2026 - 54158 Sivuan |5 an open-souice persanal knowledge managem. . Critieal { 9.9 WO KHOWH  Blocked
EXPLOIT

CVE-2026-8037 201-26- 340 Progress Software Kemp Loadbdaster dodal., Critical | 9.8 CISK KEY « Blocked

CWE-2013- 3821 Active Expioitation of Oracle PeopleSofl Zero-Day (CVE-.,  Critical | 5.8 CISA KTY + Hilockacdf

CYE-2B17-3548 Aetive Exploitation of Oracle PeopleSolt Zero-Day (CVE-. Critical / 3.8 ClSa KEV « Blocked

CVE-2018-25434 ‘WordPrass Plugin Baggage Freight Shipping Australia 0. Critical | 9.8 PUBLIC ' Biocked
EXPLOITIFOC

CVE-2026-38329 Bludit CMS before version 3.18.4 allows Remote Code B, Critical { 5.8 MO BRGWH + Blocked
EXPLOLT

CYE-2B26- 390084 An lssue n ShMP4J-Agant 3.8.3 allows & rermote attacker...  Critical { 9.8 WO EHOWH W Blocked
EXPLOIT

CVE-2026-27053 Lnauibenticated PHPF Object injection in Broadoast Liva Cratical | 8.8 WO KRN0 W v Blocked
EXPLOIT

CVE-2824-49085 Umauthenticated PHP Object iyection in WP Insightly for .., Critical | 9.8 WO WNOWH " Blocked
EXPLOT

CVE-2026-49104 Uinauthanticated PHP Ohjact ijection in integration for K.,  Critical { 9.8 LT + Blocked
EXPLOLT

CVE-2024-49185 Umauthenticated PHP Object jection in WP Zendesk for .. Critical | 9.8 W EROWH  Blocked
EXPLOIT

CVE-Z2026-49106 Unauthanticated PHP Object injection in Integration for C., Gritical | 8.8 WO KENOWH + Blocked
ExeLo

CWE-2824-49189 Umauthenticated PHP Object ijection in Integratbon for ... Critical { 9.8 WO KHOWH ' Blocked
EXPLOIT

CVE-2026-49T763 Unauthenticated PHP Ohject injection in integration for C...  Critéical | 9.8 LT + Blocked
EXPLOIT

CVE-2026-49765 Uanutheaticalad PHP Object njection in infegratian for ... Critical | 9.8 WO R HOWH « Blocked
EXPLOIT

CVE-2026-49T768 Lnauthenticated PHP Object Injection in Happyforms <= ., Critical | 9.8 WO EHOWH « Blocked
ExBLOIT

CVE-2B25-49769 Unauthenticaiad PHP Qlject injectlan In wpForo Forum <. Critieal | 9.8 WO KHOWH « Blocked
EXPLOIT

BINI6 induslacs. All rights réusiue
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CVE VULMERABILITY SEVERITY EXPLOITATION STATUS
Command Injection: 180 blocked - avg CVSS 8.8 . 16 CISA KEV (continued)

CWE=-2026-49770 Unauthenticated PHP Object Injection in WP Travel Engen,.,  Critical | 9.8 ::-pmﬁw + Blocked
LYE-2024-49TEL Unauthenticated PHP Object yection i OttoKit <= 1.1.2...  Critical | 5.8 :ixﬂ-rt:ﬁi'lﬂ ' Blocked
CVE-2026-9591 Unauthaenticatad PHP Object Injection in Integration for &,..  Critical { 8.8 !li!u-ﬂL:lI::er « Blocked
CVE-ZB26-35308 Vulnerability in the WebLogic Server product of Oracle Fu.,.  Critical | 8.8 :E;::ﬁwu « Biocked
CYE-2025- 60265 Unauibenticated PHP Object Injettion in ThameREX Add... Critical | 8.8 :I::-F?;ﬂwﬂ v Blocked
CYE-2025-89188 Unauthenticated PHP Object iyection in Hot Coffee <= 1....  Critical | 5.8 :Ert:ﬁvl’ﬂ + Biocked
CYE-2025-69122 Unauthenticaled PHP Ohject njection in SeaFood Compa..,.  Critical | 9.8 :EFT.:?T““ + Blockad
CYE-2B26-27429 Unauthenticaled PHP Object njection in Mifty <= 1,4.7 ve.., Critical | 2.8 WO KHOWH W Blocked

EEFLOIT
CVE-2026-39529 Urauthanticated PHP Object Injection in Elementra <=1...  Critical { 9.8 :E-EEHH v Blocked
CVE-2B36-40725 Unautbrenticated PHP Object gection in WeoCommerce ... Critieal | 9.8 ::::.:%wn o Blocked
CYE-20246-42 380 Unauthanticatad PHP Object injection in Al Lab < 5.4.2 we.., Critical { 8.8 :E;i:%wu + Blocked
CYE-2B24-49075 Cantributar PHP Object injection in JetEngine == 3831 ., Critical | 9.8 :&mﬁwu o Blocked
CVE-2826-49187 Lnauthanticated PHP Objact injection in Thrive &pprentl.. Critical | 9.8 :i:r;rr:ﬁwﬂ « Blocked
CWE- 2826~ 52760 Unauthanticated PHP Object Ijection in JeiEngine ==3...,  Critical { 9.8 :;mﬁm o Blocked
CYE-2026-5415%4 Contributor PHP Object injection in Fusion Buidder <= 3.1, Gritical | 8.8 :E;mﬂwu + Blocked
CWE-20825- 54205 Unaulhenticated PHP Object indection In WP Activity Log ... Critieal | 9.8 PUBLID « Blocked
EERLOITIFOC
CVWE-2025-69111 Unauthanticated FHP Object injection in Reisen <=1.41 ., Critical | 9.8 :i:rnlr:;ﬁwﬂ + Blocked
CVE-2025-69127 Urnnuthenticalad PHP Object injection in Plumbing == 16.,.  Critical { 2.8 ::Ft:ﬁwu + Blocked
CWE-2024-49168 Unauthanticated PHP Object Ingection in Moderno < 1.43 .. Critical | 8.8 ::Iuhr: :ﬁrwﬂ + Blocked
i
CVWE-2B25-12564 A eritcal remote code sxecution (RCE| vulnerability has b._. Critieal | 9.8 CIZA KEY o Blocked

BINI6 indunlace. Al rights réusiupl
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CVE WULMERABILETY SEVERITY EXPLOITATION STATUS

Command Injection: 180 blocked - avg CV55 8.8 - 14 CISA KEV (continued)

CVE-2026-54414 FiteRise belore 3160 is vulnorable to path travessal in fh,. Critical | 9.8 WO KHOWH + Biocked
EXPLOLT

CYE-2023- 53972 WooCommerce 7. L0 contamns a remote code axecuton v, . Critacal | B.8 PUBLIC + Blocked
EXPLOITIPOG

CYE-2024-58351 Flowize bafore 2.1.4 allows configuration to be injected in..  Critical | &8 WO EHOWN « Blocked
EXPLOIT

CVE-2025-57034 Anlssue was discovered In Lantronix EDSS000 2.1.0.083. Critical | 8.8 CiZa KEY « Biocked

CVE-2026-53753 Crawldal is.an open-source LLM friendly web crawler & 5.,  Critical { 9.8 PUBLIC w Blocked
EXPLOITIPDC

CVE-2E26-56171 Feast before DLB3.0 coptains an unsalfe dosaralization vul.,.  Critical | 5.8 LT T = + Hilocked
EXPLOITIPDG

CVE-2026-39938 Cactiis an open source performance and fault managem.. Critical ! 9.8 FUBLIE " Biockad
EXPLOUTIPOC

CYE-ZB26-40879 Cactl s anapen source performance and faull mepagem..,. Critical | 3.8 WO KHOWH o Biocked
EXEPLOIT

CYE-2025-71313 Flawise through 2.2.4 coniains an unauthenticated arblir, Critical | 3.8 PUBLIC « Blocked
EXPLOITIPDE

CVE-ZB25-71334 Flowwige pefore 3.006 (altecied versions 2.3 8 and sarfier] .. Critieal { 9.8 PUBLID o Blocked
EXPLOITIFDC

CYE-2025-T1334 Flowise before 3.0.6 {affected versions 2.2.7-patch.land...  Critical | 2.8 PUELIC v Blocked
EXPLOITIAOE

CYE-ZB26-55743 The shell tool cammand alkowlist n the SecurityPolicy af .., Critheal | 56 WO KHOWH W Blocked
EXPLOIT

CVE-2026-55742 Cotont] 1.000 (mester branch, commit 14381fc3) s yuinera...  Critical | 9.6 O KMo + Blocked
FEPLOIT

CVE-2826-563%5 Sivuan before w361 fails to sanitize package metadataa..,  Grtical | 9.6 MO EHOWH + Blockod
EXPLOIT

CYE-2026 - BH 397 Sivuan before w3.6.1 fails to sanitize package metadatas,.. Critical | .6 WO KNOWHN + Blockad
EXPLOIT

CYE-2026-48519 Langllow is a tool for elding and deploying Ll-poderad .. Critical | 9.6 PURLIE « Blocked
EXPLOITIRGE

CVE-2026 - 48900 5P LMS {com_splms] < 4 1.4 by JoomShaper desarializes.., Critical | 9.5 PUBLIC + Blockerot
FEPLOITIPOG

CVE-2026-284%6 FOS5RElInG i% a free, opan-sourcae billing and chent mana..,  Critical | 9.4 CISA KUY + Blockod

CVE-ZB26-55413 Toaldet is the open-source loundation am Al-native platt.. Critecal | 9.4 WO EHOWH W Blocked
EXPLOET

CVE-2026- 5462 Responsive FilleManager's aflows an unauthenticated atta...  Critical | 8.3 MO KHOWN « Biockad
EXPLEIT

B30 indunlace. Al rights réusiupl
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CVE WULMERABILITY SEVERITY EXPLOITATION STATUS

Command Injection: 180 blocked - avg CV55 B.B - 146 CISA KEV (continued)

CVE-2026- 540688 File Brossar i6 a file managing interface for uploading, de.,.  Critical { 9.3 PURLEC + Blockod
EXPLOITIOE

CYE-2024-48853 Deserialization of Untrusted Data and Allocation of Respo... Critical | 8.2 KO KHOWH + Blocked
EXPLOIT

CVE-2026-45034 PhpSpreadsheat is a pure PHP liteary for reading and writ..  Critical / 8.2 RO K HOWH " Biocked
EXPLOIT

CVWE-2026-223113 The device has & webserver that exposes a REST AP aut...  Critical | 2.4 O RHOWH + Blocked
EEPLOIT

CYE-2026- 36418 JimuReport versions 2.3.4 and below are vilnerable to ro., Critscal | 8.1 ML KROWH v Blocked
EXPLOIT

CYE-2024-8713 The Awada {Fusion] Builder plugen for WordPress s vulne...  Critical | 5.1 TSk KEY + Blocked

CVE-2026-12045 Read-only transaction bypass in the pgAdmin 4 Al Assist.. Critical | & WO EROWN « Blockad
EXPLOIT

CYE-ZB2A-12044 Twa stale-mutating endpoints in pghdmin 4°s SGL Editor.., Critical | @ WO EROWH W Blockid
EXELOIT

CYE-2026-42850 Kitty s a cross-platform GPU based terminal. High | B.B PURLIC « Blocked
EXPLOITIFDE

CYE-2B14- 20075 WordPress Ultimate Praduct Catatog 386 contuns an ar - High B8 PUELLE W Blocked
EXPLOITIMDC

CYE-2826-39474 Cantributor PHP Objact ection m Post Dupficalor <= 3. High 8.8 WO ENOWH + Blocked
EXPLOIT

CYE-ZB25-39478 Cantributor PHP Object jection in Anti-Malware Securit... High | B.8 WO KHOWH W Blocked
EXPLOIT

CWE-26826-19532 Contributar PHP Object Injection in Evanis Calendar for .. High | 8.8 RO BROWN + Blocked
FEPLOIT

CVE-2626-43017 DbGate s cross-platform database manager, High [ 8.8 MO EHROWH + Blockod
EXPLOET

CYE-2026-6933 The Prammerce Bev Tools plegin for WordPress is veiner,., High [ 8.8 WO KNOWH « Blocked
EXPLOIT

CVYE-2026-12256 Contribuior PHP Clhjul;! Injection in Avada <= 3. 153 versi... High /8.8 WO ENOWH « Blockad
EXPLOIT

CYE-2025-69134 Subscriber FHP Object Injection i Entreprensur - Bookin. ., High | 8.8 RO EROW N + Blockeo
EXPLOIT

CVE- 2026~ Fa60 The CHfload, Al & Optimize with Cloudflare Images plugin.,.  High J 8.8 WO EHOWH + Blockod
EXBLOIT

CYE-2819-25T58 Joomda! Component vBizz 1.0.7 contains an unrestricted .. High [ B.8 PUELIC + Blocked
EXPLOITIPOC

CVE-Z036-4974] The Angular Languzge Sesvice VS Code Extonsion provid.. High [ 8.8 WO ENOWH « Blockad
EXPLOIT

B30 indunlace. Al rights réusiupl
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CVE WULKERABILITY SEVERITY EXPLOITATION STATUS

Command Injection: 180 blocked - avg CV55 B.B - 14 CISA KEV (continued)

CVE-2026-54232 vL.LM i ananfarence and seoving engene for large langua High [ &.8 PURLEC + Blockod
EXPLOITIFOC

LWE-2024- 34914 & migsing validation of user input when saving dellvery L.,  High | B.8 O BHOWH + Blocked
EXPLOIT

CVE-2026-44959 & missing walidation of usar input exists when saving dell.. High [ 8.8 WO KHOWN « Blocked
EXPLOIT

CVWE-2B26-4772 Unerakd Web Server FileUpioad Command injection Remat...  High | 8.8 PUELIC « Biocked
EXPLOITIROE

CWE-2026-9773 Unsaid Web Server ToggleState Command Injection Rem., High [ 8.8 AUBLIC + Blocked
ExPLOITIPOSD

LYE-2028-12232 The AdRotate Banner Manager plugln for WordPress fsva..,  High [ B.8 WO EHIWH + Biocked
EXPLOIT

CVE-2026-572%6 Jenkins Extornal Workspace Manager Plugin 1.3.2 and #a.., High [ E.8 WO KNOWH v Blocked
EXPLOIT

CVE-2E26-57361 Jenking OWASP ZAP Plugin 1LO0UT and =arfier pesforms bul,., High | B.8 WO KHOWH W Blocked
EXPLOIT

CVE-2026-48732 Warp Is an agantic dovelopmant envirgnmani., High [ B.8 BunLlE ' Blocked
EXPLOITIPOE

CVE-2B246- E4BET Subseribed FHP Object injection in EventPrme <= 4.3.4.1 ...  Hlgh /B8 W R WOV o Blocked
EXPLOIT

CYE-2026-57281 Jenking Script Security Plugin 1402 v94c8ced 648671 and.,, High|&5 WO ENOWH + Blocked
EXPLOET

CWE-2824-34017 Dacling simplifies document processing by parsing diver..,  High 8.3 O HHOWHN o Blocked
EXFLOIT

CWE-2026-440140 Docling simplities document processing by parsing divar, High | 8.% WO EHOW N + Blocked
ExPLoiT

CVE-2B26- 42687 Umauthenticated PHP Object ljection in EventPrime == ... High | 6.1 W EROWH " Biocked
EXPLOIT

CWE-2024-Bad2 The WP Review Slider Pro plegin ftor Word®ress is vuiner,., High [ 8:1 WO ENOWH ' Blocked
ExELaIT

CVE-2R256-4685] Vulnerability by the PéopleSalt Enterprise CS Campuas Ca.. High [ B WO KHOWH « Blocked
EXFLOIT

CVE-2026-39443 Unauthanticated PHP GObjact injection in EmallShop <= 2., High [ 8.1 LT « Blocked
ExXPLOIT

CVE- 2026 - 39444 Uranutheaticaled PHP Object yection in Kapee < 1.7.0ve. Hegh | B WL KROWH « Blocked
EXPLOIT

CYE-20246- 33539 Unauthanticated PHP Object Injgection in alloggio - Hotel High | B.1 WO KNOWN + Blocked
FxELaIT

CYE-2B25-39545 Unauthenticated PHP Object indectlon In Zermatt <= 181 High [ BA WO KHOWH « Blocked
EXPLOIT

B30 induslacs. Al rights réus ol
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CVE YVULKERABILITY SEVERITY EXPLOITATION STATUS
Command Injection: 180 blocked - avg CVSS 8.8 . 16 CISA KEV (continued)

CVE-2026-39554 Unauthenticated PHP Ohbject Injection in Fidalgo <= 1.2.2 . High J 8.1 :Epmll;l:uu + Blocked
CYE-2024- 39557 Unauthenticated PHP Object byection in NeoBeat <=1 ... High [ B ::ﬂ-Fi:ErWH + Biocked
CVE-2026- 39567 Lnauthanticatad PHP Object Injection in Santé <= 1.5 v.. High [ 8.1 :E-I:_:llz:rwr-l " Biocked
CWE-2026-39573 Unauthenticaied PHP Ohject igection in Milohil==15v..  High /81 :J?-Flmﬁwu + Blocked
CWE-2R26- 39680 Unaiithenticated PHP Qbject Injection in Micdrop <= 1321, High /81 ::F?;ﬂw + Blocked
LWE-2024-30735 Unauthenticated PHP Object iyection in Reing <= 2,7 ver.. High [ B.1 ::ﬂ-ri:ﬁvl’ﬂ + Blocked
CVE-2025-407346 Unauifenticated PHP Object jection in Laurets <= 151 ., High | 8.1 ::?n':.:?r““ + Blocked
CVE-ZB26-40738 Unauthenticatad PHP Object injection in LuseDrye <=1, High [ 8.1 O WHOWH o Blocked

EXPLOIT
i'l'E-EBEﬁ;-ﬂ-ﬂ-Tﬁl Urauthenticated PHP Object Injection in &shtanga <= 1.2 ... High ] 8.1 :El-ri_:?rw“ + Blocked
CWE-2836-40753 Unauthenticatad PHP Obhject yection in Easybieais <=1,  High [ B ::-i:ﬁWH o Blocked
CYE-2026-40754 Unauthanticated PHP Object Injection in Roisin <= 14 wer,,, High [ 8.1 :E;i:%wu « Blocked
CVE-2824- 40755 Unauthenticated PHP Object igection in TechLink == 1.3,  Hiah /8.1 :5;::%“ " Blocked
CVE-2026-4075E8 Linauthanticated PHP Object injection in Léonie ==1.2.1%.,, High | &1 :i:r;:;ﬁwﬂ « Blocked
CVE-2B26-40759 Umauthenticated PHP Object Ijection in Esmeée ==14ve..  High B :E.mﬁm " Biocked
CYE-2026-40760 Unauthanticated PHP Object injection in Behodd <= 1.5ve.,. High [ &1 :-.Tnlmgrw" « Blocked
CVE-2E256- 43761 Unauthenticalad PHP Object injectlon In Valeska == 122 High /B antﬂ?_:uu « Blocked
EXFLO
CVWE-2026-39442 Unauthanticated PFHP Object injection in Presshart <= 1., High [ 8.1 r:;r;.:ﬂw“ « Blocked
CVWE- 2026 - 39445 Uranutheaticaled PHP Object njection in Alkkas < 3.0.0 v Hegh | B :EPT;EHH + Blocked
CWE-2024- 395564 Unauthanticated PHP Object Injection in Ronsept <= 1.8 ., Hegh [ B.1 :':E::" :ﬁwu + Blocked
L
CVE-2B25-39568 Unauthenticatad PHP Ohject iniecilon In Hireshi <= 1.5 .. High [ B ::F':.:?Twu « Blocked
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CVE VULKERABILITY SEVERITY EXPLOITATION STATUS

Command Injection: 180 blocked - avg CV55 B.B - 14 CISA KEV (continued)

CVE-2026-396T46 Unauthenticated PHP Ohbject Injection in SingloMalt <= 1..., High J 8.3 W NN « Blocked
EXPLOIT

CYE-2024-44733 Unauthenticated PHP Object byection in ShiftUp ==1.3w..  High [ B W EHIWH + Biocked
EXPLOIT

CVE-2026-40738 Unauthanticated PHP Object Injection in Eldon <= 1.4.9v...  High /&1 HO EHOWN " Biocked
EXPLOIT

CVWE-2026-48752 Unauthenticaied PHP Ohject igection i Manufaktor Selu.,.  High [ 8.1 WO RHOWH + Blocked
EXPLOIT

CVE-2026-20756 Unaitbenticated PHP Object Injection in Zoya <= 14 vors,..  High [ 8.1 HEN BN v Blocked
EEPLOIT

CYE-2024-44757 Unauthenticated PHP Object byection i Chateau ==1.21... High [ B WO EHIWH + Biocked
EXPLOIT

CVE-2026-49286 PhpWaasyPrint is.a PHP Ebrary allowing PDF generation .., High | 8.1 WO KNOWH v Blocked
EXPLONT

CVE-ZR26-9343 The Database far Contact Farm 7, WEforms, Elementor fo,.,  High / B.1 O WHOWH o Blocked
EXPLOIT

CYE-2025-71348 pitklascan bofore 0.0.28 faiks (o detect malicious pickke fi...  High 8.1 PUnLIC v Blocked
EXPLOITIPOE

CWE-2B35-¥136% picklescan before 0,030 fails o detect malicious piekle 15, High [ B PUBLIG o Blocked
EXPLOLTIPOC

CWE-2025-T1378 picklascan bafore 00030 faiks 1o detect cProfile runcix fu.. High j &1 PUBLIE + Blocked
EXBLOIT/IMGE

CYE-2824-9671 1BM WebSphare Application Server and 1B& WebSphere .. Hegh [ 8.1 WO ENOWH W Blocked
EXPLOIT

CVE-2826- 55368 piscing is-a nade.js werker pool implemantation, High J &.1 MO RN oW « Blocked
EXPLOIT

CVE-Z2B26-45135 Caddy is an extensible server platdlorm thatuses TLS by d.. High J B PUBLIC W Blocked
EXPLOIT/POC

CYE-2026-49402 Chenais a JavaScript, TypaScript, and Wabassambly runti., High [ 8.1 PUBLIC « Blocked
EXRLQITIROC

CNVE-2025-39253 Ar Egue in Plvatal CRM w8504 08 allows aremolse allac... High [ B PuUaLID « Blocked
EXPLOITIFOC

CWE-2026- 54512 jackson-databind containg the general-purpose data-bm, High [ &.1 PUBLIC + Blocked
EXELOITIROD

CWYE-2R26-492%3 Slopsmith s a sell-contained web application Tor browsin.., Hegh [ 7.8 HEF EROWHN +f Blocked
EXPLOIT

CYE-2026-11911 The Simple Fle List plugén for WordPress is vulnerabfe to ... High [ 75 WO KHOWH + Blocked
EXBLOIT

CWE-2B025-41523 VLLM = an inference and serving engeme for large langea. High [ 7.5 PUBLID « Blocked
EXPLOITIPOC
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CVE VULMERABILITY SEVERITY EXFLOITATION STATUS

Command Injection: 180 blocked - avg CV55 B.B - 146 CISA KEV (continued)

CVE-2826- 5567 prgam i & package manager, High [ 7.8 PURLIC + Blockod
EXPLOITIROC

LYE-2024-39434 Shop manager PHP Object Injection in CTX Feed == 6.6.2.. High [ 7.2 W EHOIWH + Biocked
EXPLOIT

CYE-2026-39471 suthor PHP Ohject Injection in ShortPizel Image Optimiz... High [ 7.2 WO EHOWN o Blocked
EXPLOIT

CWE-2026-39472 Shop manager PHP Object Infection In WooCommerce P.. High | 7.2 O RHOWH « Blocked
EEPLOIT

CVE-2026-39461 Authar PHP Chject Injechion in Modula Image Gallesy <= | High | 7.2 HEH BN v Blocked
EEPLOIT

LWE-2624- 39458 Shop manager PHP Object Inpection in vYayblasl == 4.33v..  High[?.2 O KHOWH + Blocked
EXPLOIT

CWE-2026- 39459 Shop manager PHP Chiect Infection in Advanced Product.,.  High [ 7.2 O K NEWH + Blocked
EXPLOIT

CVE-ZE26 - 11487 Pimeare CWMSDEP version 12.3.8 contains asandboy byp.., High | 7.2 WO KHOWH W Blocked
EEFLOIT

CVWE-2026- 56382 Cralt CMS (composer package craficms/cims) versions ».. High | 7.2 W} BHOWH ' Blocked
EXPLOLT

CWE- 226~ Badds MISP allawed & site-adminiztrator 1o configure an arbitrar, High [ 7.2 WO EHOWN o Blocked
EXPLOIT

CWE-2026-12115 The Countar Box - Add Countdowns, Timers & Dynamic |, Wadium [ 5.6 WO BHOWH + Blocked
EXPLOLT

CVE-2824-5815 The MaglcForm WaordPress plugin through 0.1.3 does not...  Mediem [ 6.5 WO RHOWH " Blocked
EXFLOIT

CWE-2026- 54304 picklascan bafore 1,0, contains an unsafe pickle deserial., Mediom | 6.5 PUBLIE + Blocked
EXPLOITIROD

CVE-2B246-55249 @rik-alfrik-rewrite trransparently rewrites shedl command...  Medium [ 6.3 PUBLIC W Blocked
EXRLOITPOC

CYE-2016- 20082 WordPrass Plugin Abtest contains a local file inchesion v, Madium | 5.2 PUBLIC + Blocked
EXPLQITIRDE

CVE-2025-39577 Unaulhenticatad PHP Object injectlon In Plagroom == 1.4, Medium [ 5.5 WO KNOWH « Blocked
EEPLOIT

CYE-2026-39578 Unauthanticated PHP Objact injection in Yaliance == 1.2 ., Medium | 5.5 MO ENOWN « Blocked
ExXPLOIT

CVE-2R26- 12565 The wnarehive internal module's archive extraction comm,.,.  Mediom [ 5.3 WO EROWH + Blocked
EXPLOLT

CYE-20246-49545 hercator is an open source web apphcation that enables . Madium [ 5,3 WO KHOWHN + Blocked
EERLOIT

CWE-2B25- 54686 Warg is an agenths developmant environment. Medium [ 4.3 PUBLED o Blocked
EXPLOMTIPOC
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CVE YWULMERABILITY SEVERITY EXPLOITATION STATUS

Command Injection: 180 blocked - avg CVS5 B.B - 146 CISA KEV (continued)

Z0-695TAGOCEEEGE [wobapps] Grav CM5 2.0.0-beta.2 - Remote Code Execut...  Unknown PURLEC + Biockod

1FE EXPLOITIFOE

Z0-93E9A53C155TE lwebapps] scramble - Bemote Code Execution Unknown PUIRLIC « Blocked

C7d EXPLOTIPEE

E0=302A7TaAF1a62E  webapps] Quick Playground lor WordPress .31 - Unout,., Unknown PUBLHE « Blocked

7ET EXPLAITIPOL

I0=56026310FBAIF  [webapps] Langflaw 1.3.0 - Remots Code Exscution Unknown PUBLID o Blocked

980 EXPLOITIFOC

Z0-90BIF15004480 [webapps] MixPHP Framesark 2.2 17 - Unsafe Deserializ,, Unknown PURLIC + Blocked

HAE EXPLOITIFOR

20-3F41T4RTBEAAE  [remola] Notepad++ B.906 - Arbitrary Code Execution Unknown PUBLID o Blocked

g1 EXPLOITIPOC

CWE-2834-20253 CWE-2026-20253 | Splunk Enterprise PostgreS0L Sidec,.,  Unknown CiSA KEV o Blocked

CWE-2026-28318 & Crash, Mot & Shall: SolarWinds Serv-U CVE-2026- 28318 Unknown CISA KEV + Blocked

CWE-2025- 54064 CVE-H125-54068 Laraval Livawire Credential Theft Cam...  Unknown TI5h KEY " Biocked

SOL Injection: 23 blocked - avg CY55 8.2

CYE-2026-441732 MarinDB serenr is a commamity dovelioped fork of MyS0L... Critical | 9.8 WO ENOWH « Blockad
EXPLOIT

CVWE-20246-38812 Ruo'| wd 8.2 15 vulnerable to SQL Injection via tha ftoclig.. Critical | 9.8 PUBLIE " Blocked
EXPLOITIFOE

CVE-2026-453114 hetacatl is data repository software that helps researchar..,  Critical | 9.8 WO EHOWH + Blockod
EXPLGIT

LWE-2034- 55740 Mur-Alam3S bus-tcket {no relegsed versions; latest cope.. Critical | 5.8 i BHOWH + Blocked
EXPLOIT

CVE-2026- 54419 claudiopizzidln PIAF-HME [PEX-In-A-Flash Hotel Marmage...  Critical | 9.8 WO EROWH « Blockod
EXPLOIT

CVWE-2026-39944 Cactl is an open source performance and fault managem.. Critical | 2.8 HO RHOWH ' Biocked
EXPLOIT

CNE - 2026~ 39955 Cacti is an open source performance and fault maragem,, Critical | 5.8 O K HOW N + Blocked
EXPLOIT

LWE-2624-39441 Unauthenticated SGL Infeation in Feed Kuantolusta for . Critical | 8.3 MO KHOWH + Blocked
EXPLOIT

CVE-2025-42386 Unauifmticated SO0 Injection in Ordar Delivery Datefor ... Gritical | 9.3 O W HOWH + Blocked
EXPLOIT
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CVE VULMERABILITY SEVERITY EXPLOITATION STATUS

SQL Injection: 23 blocked - avg CV55 B.2 (continuaed)

CNVE-2B26-49TTh Unautbwnticated S0L Injection in GRTranslate = Mulliling..,  Critical | 5.3 WL KON + Blocked
EXPLOIT

CYE-2024-49T72 Improper Beutralization of Spacial Elements usad inan 5. Critical | 8.3 PUELIC + Biocked
EXPLOIT/POG

CWE-2026- 52715 Unauthanticated 500 Injection in GEC my WeordPress <= ... Critical { 8.3 80 KHOWN « Blocked
EXPLOIT

CWE-2026- 54815 Impraper Meutralization of Special Elements wsed inan 5. Critical / 2.3 WO RHOWH « Blocked
EEPLOIT

CYE-2026- 54549 Unaiuthnticated 50U Inpection in Premmerce Wishlist for.., Critical { 9.3 ML KRN v Blocked
EXPLOIT

CYE-2024-44752 ndn s an open source workiiow autorraton platform. Critical | 5 WO KHDIWH ' Biocked
EXPLOIT

CYE-2026-36670 & Time=Based Blind SO0 Infection vulnerahility in the alia... High [/ E.8 ZunLIC v Blocked
EXPLOITIAGE

CVWE-ZR26-Ba43 The WP Review Slider Pro plegln for WordPress |s yulner,,. High [ B.8 WO WHOWH o Blocked
EXPLOIT

CVE-2026-B444 The WP Roview Slider Pro plegin tor WordPress is wiiner,, High | 8.8 ML R RGN v Blocked
EXPLOLT

CWE-2826-12044 SOL impection in pobAdmen 4 across every dialog tempiale . Migh B8 WO DWW o Blocked
EXPLOIT

CYE-2026-81613 The Infifity Global WordPress plugin before 2.151% does ... High [ 8.8 WO ENOWH « Blocked
EXPLOTT

CYE-2B246-48964 Subscriber SOL Ingection In ELEX WordPress HelpDesk & ..,  High 8.5 WO ENOWH « Blocked
EXPLOIT

CYE-2025-89115 Suhscriber SOL Ingection in Events Schadule - WordFras,. . High | 8.5 LT « Blocked
EXPLOIT

CWE-2B26-22335 Subacribar S0OL Ingection in WosCommerce Frontend Ma...  High J&5 WO EROWH ' Biocked
EXPLOIT

CYE-2026-34%14 & missing sanitisathon of user inpat in the zone-include. o, High [ 8.3 WO KNOWH « Blocked
EXBELOIT

CNVE-Z2R156-20068 WordPress Booking Calendar Contact Form version LO0CZ0. High [ 8.2 PUBLID « Blocked
EXPLOITIROC

CNE-2016- 20065 ‘WordPress Booking Calendar Contact Form 1.0.23 contal, High | 8.F PUBLIC « Blocked
EXELOITIROD

CWE=-2016-23871 The 4048 Redirection Manager plugin version 1.0 far Waed... Hegh | 8.2 PUBLIC + Blocked
EXPLOITIFOC

CWE-2016-20072 BBS e-Franchise 1.1,7 plugin for Word®ress containsan 5. Hgh [ 8.2 FUDBLIC + Blocked
EXRLQITROC

CWE-2015-20073 Answer My Ouastion 1.3 plugin for WardPress contalns a.. High [ B.2 PusLiE «f Blocked
EXPLOITIPOC
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CVE YULKERABILITY SEVERITY EXPLOITATION STATUS

SQL Injection: 23 blocked . avg CV55 B.2 (continued)

CVWE-2017-20252 Joomia MextGen Editor 2.1.0 confains an SGL injectionvu.,.  Hgh 8.2 PURLIC + Blockod
EXPLOITIFOC

CYE-2817-20283 Joorda! Component My Projects 2.0 contains an SOL infe...  High [ B.2 PUBLIC + Biocked
EXFLOITIROG

CYE-2017-20254 Joomia! Compoanent User Bench 1.0 contains an 5GL inje...  High [ 8.2 PUBLIE " Biocked
EXPLOITIPEE

CWE-2017- 202585 Joomia! Componant J8 Yisa 1.0 containe an S0L injectio.. High [ &2 PUBELIC « Blocked
EXPLOITIFRE

CYE-2017- 20256 Joomida Survey Force Deluse 3.3 4 confains an SQL inject...  High [ 8.2 aunLic v Blocked
EXPLOITIPDG

CYE-2817- 20257 Joomdal Component Quiz Deluxe 3.7.4 containg an S0LIn..  High [ B.2 PUELIC + Biocked
EXFLOITIRGE

CYE-2817-20258 Jpomia! Component RPC Respansive Poctfolis 1.6.7 cont... High | 8.2 BunLic + Blocked
EXPLQITIAOC

CVE=-2R17-20259 Joomia OSDownloeds 1.7.4 containsg an SO0 inpection vul... High | B.2 puBLIE W Blocked
EXPLOITIFOE

CVE-2017- 20264 Joomia! Componant Price Alert 30,2 condains an SQL inj... High | B3 PULLIG v Blocked
EXPLOITIPOE

CVE-20817-302&1 Joomia! Component Bargaln Produes! VA3 1.0 contains e,  High JE.2 PUBLIE o Blocked
EXPLOITIPGC

CYE-2017-20262 Joomial Component Ajax Gz 1.8 contains an SGL injecti., High [ 8.2 PUBLIC « Blocked
EXPLaITIPOE

CYE-2817-20283 Joomia! Campanent FocalPoint ProjFres 103 contalns 5., High [ 8.2 PUBLIC " Blocked
EXPLOITIPOS

CWE-2817- 2026h Joomia 5P Moyie Database 1.3 contains an SGL injection | High | &.2 PUBLIE " Blocked
EXPLOITIROD

CWE-201%- 20267 doomial Component Calendar Planner 1.0.1 contains an 5. High J 8.2 PUBLIC o Biocked
EXPLOITIPGC

CYE-2017-20268 Joomial Component Zap Calendar Lite 4.3.4 containg an .. High [ 8.2 PUBLIC « Blocked
EEPLQITIROC

CVE-2R17 - 23269 Joomda! Campanen] KisaGellery 1.0.0 containg an SQL A High f B2 PUBLID « Blocked
EXFLOITIROG

CNE-2017-20273 Joomda’ Component Twitch Ty 1.1 contains an SO0 infacti, High | 8.F PUBLIC « Blocked
EXPLOITIROD

CVE-2E17 - 28371 Joomda StreelGuessr Game 1.1.8 contaans an 0L inpectio..  Hegh f B2 PURELIC + Blocked
EXPLOITIFOC

CVWE-2017-20272 Joomda Ultimate Property Listing 1.0.2 contains an 5QL in...  Hah [8.2 FUDBLIC + Blocked
EEPLQITIRDE

CVE-2R17-29273 Joomda Event Registration Pra Calendar £.1.3 containg an... High [ 8.2 PUBLED « Blocked
EXPLOITIPOC
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CVE WULMERABILITY SEVERITY EXPLOITATION STATUS

SQL Injection: 23 blocked - avg CV55 B.2 (continued)

CVE-Z2017- 20274 Joomia LS King Professsonal 3,240 contains an 500 md,..  High J 8.3 PURLIC + Blocked
EXPLOITIROC

CYE-2817- 28275 Joomdal Component PHP-Bridge 1.2.3 contalns an 5QL in..  High | B.2 PUELIC + Blocked
EXPLOITIPOC

CYE-2017-202T6 Joomia! Companent SiMGenealegy 2.1.5 contains an S4UL..  High [ 8.2 PUBLIE " Biocked
EXPLOITIPOE

CVE-ZB17-20277 Joorda JogmBecipe 1.0.4 component containe a thnd S0...  High [ 8.2 PUBLIC + Blocked
EXPLOITIOG

CYE-20017-20278 Joomida Component foomRBecipe 1.0.3 containsan 500 in...  High [ 8.2 aunLic v Blocked
EXPLOITIFDE

CYE-2817-20279 Joomda Payage 2.06 containg an S0OL injectien yuinerabill..  High | B.2 PUELIC + Biocked
EXPLOITIPOG

CYE-2017-20280 Jpomda Component Myportfoio 3.0.2 confains an SGLnj... High &2 sunLIc v Blocked
EXRLOUTIAOC

CWE-ZR1IT-202H1 Joomin! Campanent Exira Search 2.2.8 cantains an SQL ... ngh 182 PUBLIE W Blocked
EEPLOITIPOG

CWE-2017- 20262 Joomia! Componant jCart for OpenCart 20 confainsan 5,...  High 1 8,2 PUBLIG + Blocked
EXPLOITINOE

CWE-2019-25744 Joomda dHotelReservation 5.0.7 containg an S0L injectio..,  High JB.2 PUBLIG o Blocked
EXPLOITIPOC

CYE-2019-25750 Joomda Component J- MultipfeHotelResarvation 6.0.7 co... High [ 8.2 PUBLIC « Blocked
EXPLOITIMGE

CVE-2819-25T51 Joomda Component J-Clessifiedsdanager 3,0.5 contains.,,  High [ 8.2 PUBLIC  Blocked
EXPLOITIPOG

CYE-2819-257562 Jpomda! Component J-BusinessDirectory 4.9.7 contains | High | 8.F PUBLIC + Blocked
EXPLO|TIPOD

CWE-261%-25753 Joomdal Component YVidap 1.906 containz an QL injectio.,  High B2 PUBLIC o Biocked
EXPLOITIPOC

CYE-2019-25764 Jopomda Component vRestauwrant 1.9.4 contains an SOL inj.. High [ 8.2 PUBLIC + Blocked
EXPLOITROC

CYE-ZDER-25755 Joormin Component vReview 1.8.71 containg an SO0 inject.. High f B2 PUBLIE W Blocked
EXPLOITIROG

CVE-2019- 25756 Joomda’ Component vaccount 2.0.2 contains an S0L inje.. High | 8.F PUBLIC « Blocked
EXPLO|TIMDD

CNE-2B26-54351 nEn before version 2,40 contalng a sgl injection yulnesal, . High [ 8.2 WO KROWH « Blocked
EXPLOILT

CWE-2025- 66336 Apache Dors MCP Sarver contains 3 50L injection vainer, . High [ 8.1 HO KHOWH + Blocked
EXPLOT

CYE-2BR56- 54313 nEmis an open source warkilew autarmation platform. High [ 7.7 WO KHOWHN « Blocked
EXPLOIT
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CVE YULKERABILITY SEVERITY EXPLOITATION STATUS

S0L Injection: 23 blocked - avg CV55 B.2 (continued)

CVE-2026-37149 GROCERY-5TORE-MANAGEMENT-SYSTEM-USING-PHP. .  High [ 7.7 PURLIE » Blocked
EXPLOITIROE

LYE-2024- 6428 S0L Injection in reports/catalogue_sut.pl In Kohe Commu...  High [ 7.6 WO EHDWH + Biocked
EXPLOIT

CVE-2026-9348 The WF Ticket plugin for WordPress is vulnarable to 5GL .. High ] 75 WO EHOWN o Biocked
EXPLOIT

CVWE-2026-12368 The JetEngine plugin for WordPress is yulnerable oS00 ., High[ 2.5 O RHOWH « Biocked
EXPLOIT

CYE-2026-8705 The ClearSale Total phegin for WordPress is welnerable to ... High J 7.5 MO KWW v Blocked
ExpLOIT

LYE-2028-517% The WP Forms Connector plugin for WordPress s vislner. .. High | 7.5 WO EHOWH + Biocked
EXPLOIT

CVE-2026-12077 Ther Dokan Pro plugin for WordPrass is vulnerable 2 tima...  High 75 WO KNOWH v Blocked
EXPLOIT

CVE-2B26-12937 The Toustic — &l Powered Travel Boaking, Hotel Booking ... High [ 7.5 WO ENOWH W Blocked
EXFLOIT

CVE-2026-12775 & wulnerability was detected in Montodel House-Rental-, High 7.3 Wi KHOWH v Blocked
EXPLOIT

CVE-2B36-40883 Cacti & amapen source performanse and tault maragen,, High | 7.2 PUBLIE o Blocked
EXPLOITIPGC

CVWE-2019-25T44 ‘WiordPrass Slicad Invoices 3.8.2 contains an authenticate.., High[?.1 PUBLIC + Blocked
EXBLAITIPOE

CWE-2817- 20264 Joomia! Camponent Sponsar Wall 8.0 contains an SQL Inj...  Hiah /7.3 PUBLIC " Blocked
EXPLOITIPOS

CYE-2017-20265 Joomda! Component Flip Wall 8.0 containg an 500 miectl.. High |71 PUBLIC + Blocked
EXPLOITIROD

CWE-2B19-25749 Joomida J-CrulsePorial 6.0.4 contains an S0L mjectionwu..  High /7.1 PUBLIC W Blocked
EXFLOITIPGC

CVWE-2019-25767 Joomia wWishlest 1.0 contains an S0L mjection vulnarab...  High [ 2.3 PUBLIC + Blocked
EEPLQITiRDE

CVWE-ZRI9-25T759 Joomda! Campanenl vBizz 1.0.7 eantalnz an 50QL Injectien...  HMigh J 7.1 PUBLID o Blocked
EXFLOITIROG

CVE-2019-25761 Joomda! Component JoomCRR 1.7.7 contains an S0L inje.. High 71 PUBLIC « Blocked
EXPELOITIROD

CVE-2R25-71332 Flerslee throwugh 2,27 containg a S0L inpection valnerabilk,. Medium [ 5.5 PURLIC + Blocked
EXPLOITIFOE

CYE-2026-11774 Tre Form Makar by 10Web = Mobdle-Friendly Drag & Dro., Medivm [ 4.8 MO KHOWH  Blocked
FxELaIT

CWE-2B26- 11777 The Farm Makear by 10Web - Mabile-Friendly Drag & Drao_.. bedium [ 4.9 WO BHOWH o Blocked
EXPLOIT
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CVE WULKERABILITY SEVERITY EXPLOITATION STATUS

SQL Injection: 23 blocked - avg CVW55 8.2 (continued)

ZO-CTCTACRAFYORE  [wobapps] CpenCATS 008,74 - SOL injection Unknown PURLEC + Blockod

B3E EXPLOITIFOE

E0-BEGFRFBEEEDBF  [webapps] MikroORM 7.0.13 - S0L Injection Unknown PURLIE « Blocked

887 EXPLOITIPEE

Z0-1CSARTTACDAFE  [webapps] Drepal Care 1065 - Errar-Based S0L Injection Unknoam PUBLIC + Blocked

745 EXPLAITIPOC

Z0=6BCICIATICAGT  [webapps] WordPress Cantesi Gallery 28.1.4 - Unauthen_._ Unknown PUBLID « Blocked

azp EXPLOMTIPOC

Path Traversal; 40 blocked - avg CVS5 7.4 - 3 CISA KEV

CVE=2R26 - 54717 SeaweedFS is & distribuled storsge system for object 86, Critscal { 10 PUBLIE « Biocked
EXPLOITIFOE

CVE-2024-B08EY An issua im the apliplugm.php component of Bludit w398, Crtical | 9.8 WO KHOWH « Biocked
EXPLOIT

CVE-20246-7515 The BatterDogs Pra plugin for WordProess is vulnerablo to..,  Critical | 9.8 CifA KDY + Bilockod

CWE-2824- Ba2ed & path traversal in the SFTP provider [ SFTPHook retreey...  Critical | 8.1 WO RHOWHN o Blocked
EXPLOIT

CWE-2026- 20161 A ulnerability in Cisco 158 and 1SE-PIC could allow an aut,.. Critieal | 93 LT + Blocked
EXPLOIT

CVE-2R26- 11769 We have released version 5,240 ol the Gratana Operator, High | 6.8 WEF WROWH + Blacked
EXPLOIT

CVE-2026-50016 ppm is A pRckage manager High J 8.8 suBLIE « Blocked
EEPLQITIROC

CWE-20256-43T18 nanohot =8 personal Al essistant. High [ B.7 WO KHOWH o Blocked
EXPLOMT

CVE-2025-89115 Linauthanticated Local Fife Inclusion in LuxMed | Medicin., High [ 8.1 WO ENOWH " Biocked
EXPLOIT

CWE-2024- 54814 Impraper Control of Fllename for IncludeRequire Statem., High [ B WO DWW + Blocked
EXPLOIT

CWE-2024-45233 HTMLy CMES throwegh 3.1.1 containg a path fraversal vulne..,  High [ 8.1 HO EHOWH + Blocked
EXPLOIT

CWE-2025- 60233 Subscriber Arblirary File Delation In WPBot Pro Wordpres...  High [ 2.7 WO KHOWH " Biocked
EXFLOMT

CVE-2024-55408 mztionEys {mEya| is an anline interface for a piece of sof...  High [ 2.7 PUBLIC + Biocked
EXPLOITIADE

CVE-2016-20878 WordPress Simple-Backup 2,777 contains maultiple vwilher...  Migh | 7.5 PUBLIG « Biocked
EXPLOITIFOE

B30 induslacs. All rights réusrue
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CVE YULMERABILITY SEVERITY EXPLOITATION STATUS

Path Traversal: 40 blocked - avg CV55 7.4 - 3 CISA KEV [continued)

CVWE-2016- 20081 WordPrass Plugin HE Audin Galery Lite 1.00 confainsap..,  Hgh[7.5 PURLIC + Blockod
EXPLOITIFOE

LVE-2825-69131 Unauthenticated Arbitrary Fide Download In ‘WordPress & .. High [ 7.5 O BHOWH + Blocked
EXPLOIT

CVE-2026-542%3 MLTK (Matural Languaga Tookkit) s a suite of open source...  High ] %% PUDLIC « Biocked
EXPLOITIPEE

CVWE-2026-53671 Vite is & frontend tooling framewark for JavasSornipl High [ 2.5 PUBLC « Blocked
EXPLOITIFOE

CYE-2026- 52544 Caddy is an gktensible server platform that uses TLSbty d... High 75 aunLic v Blocked
EXPLOITIFDG

LWE-2025-71324 Flowise before 3.0.6 contains an arbdrary file read vulner_.  High J 7.5 PUBLIC + Blocked
EXPLOITIRGE

CWE-2026- 500135 PREm is 3 package manager, High [ 7.3 UL + Blocked
EXPLQITIPOC

CVE-ZEI26-55780 pRpim % o ppokage manager, High [ 7. puBLIE o Blocked
EXPLOITIFOE

CVE-2026- 39468 Cantributor Arbitrary File Delotion in Meta Box - WordPre..,  Mediem [ G.B Wi KNOWH v Blocked
EXPLOIT

CWE-2B26- 20263 Aovainerabilivy i the web Ul of Cisea Catalyst SD-WAN M. Medium [ 6.5 CISA KEY o Blocked

CYE-2826-42867 Langfhaw is a tool for bulding and depboylng Al-powerad ... Madiem [ 8.5 FUBLIC " Blocked
EXPLOITIPEE

CVE-ZE26-31978 mollonEye {mEye| is an ondine Interface for motlon salby...  Medium [ &5 WO EHOWH o Blocked
EXFLOIT

CVE-2026- 55609 prong ks & packEge manager. Madium | 6.5 PUBLIC o Blocked
EXFLOITIFOE

CVE-2026-40084 Cacti is an open sourco parformance and fault managem.. Medium [ 6.5 BuUnLIE + Blocked
EXPLOITIPGC

CYE-2016- 20077 ‘WordPrass Plugin Photocart Link 1.6 contains alocal file k.,  Mediem /6.2 PUBLIC « Blocked
EXPLOMTIPEE

CYE-2814-20078 WordPress iMDb Profile Wedget 1.008 contains a local file .. Mndivem [ 6.2 PUIRLIC « Blocked
EXPLOITIPEE

CWE-2816- 23079 ‘WordPrass Dharma Booking 2.28.3 and earlier contains 5.,  Medium [ 6.2 PUBLIC « Blocked
EXPLOITIFOE

CVE-2016- 20083 WordPrass Brandtodder plugin version 2.0 and sarlier con,., Madiym j 6.2 PUNLIE « Blocked
EXPLOITIPOG

CYE-2819-25T6d Joomdal Componant Easy Shop 1.2 3 contans a kecal file ... Medium [ 6.2 PUELIC + Biocked
EXFLOITIRFOG

CVE-ZR36-13089 The WS Optimize = All-in-0ne Spoed Booster & Cache T...  Medivm j 4.9 WO ENOWH « Blocked
EXPLOIT
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CVE VULMHERABILITY SEVERITY EXPLOITATION STATUS

Path Traversal: 40 blocked - avg CV55 7.4 - 3 CISA KEV [continued)

CVWE-2026-7347 The Wonosa = Markiplaats for WooCommerce plegin for W...  Medium [ 4.9 WL KON + Blockod
EXBLOIT

LWE-2036-54814 Open Webl s a self-hosted arificial intellkgence platior_.  Medium [ 4.3 DUBLIC + Blocked
EXPLOITIROG

Z0-BADBEBEQSFASE  [wehapps] Casdoor 3.54.1 - Arhitrary File Write via Path T, Unknown PUBLIC o Biocked

coB EXPLOITIPOG

Z0-A05GTEFS61214  lwebapps] Prodigy Commerce 3.2.0 - Local File Inclusion Unknown PUIBLIG + Blocked

P EXPLOITIPOC

E0-154RE3AC 26562 [webapps] WordPress OrderConve 14 - Path Traversal Unknown L1 IR + Blocked

ESd EXPLOMTIPOC

CVWE-2025- BOBE STOCKSTAY Another Cay: The Latest Addition o Turla's .. Unknown CiSA KLY + Blocked

Cross-Site Scripting: 33 blocked - avg CVS5 4.7

CYE-Z2B26-53662 immech is & high performance seft-hosted phoato and vide...  Critical 9.6 MO ENOWH W Blocked
EXPLOIT

CYE-2026-44%%) &postropheChS is an open-source Mode.js contant man.., Gritical | 8.3 WO ENOWH « Blocked
EXELOIT

CVWE-Z036-12843 Stared cross-gite seripling in pogadimin 4's error-renderin... Critieal | 9.3 WO EROWH W Blocked
EXPLOIT

CYE-2026- 5305 The Email Address Encodar WordPress plegin before 1.0,,, High | 8.8 WO EHOWH « Blocked
EXPLO|T

CYE-ZR26-54011 Open WebUl s a seff-hosted artificind intelligence platiar.., Hegh f B.7 PURLIC o Blocked
EXPLOITIPOC

CYE-2026-5401] Cpan Weabl is a self-hosted artificial intelikgence platfor..,  Hh [ 26 PUBLLC + Blocked

EERLAITOC

CVE-ZR26-F10F The GPTranslate - Multibnguel & Transtation for WordPre. .. High | 7.2 WO KHOWH W Blocked
EXPLOIT

CWE-2026-551% The Online Schaduling and Appointmant Booking System..,. Hiah [ 7.2 WO EHOWH + Bipckad
EXPLOIT

CVE=2006 - 280646 WordPrass CP Palls 1,08 containg a parsistent crass-site.  High f7.2 PURLIC + Blocked
EXPLOITIPOC

CYE-2014- 20084 ‘WordPrass appointment-booking-calendar 1.1.24 contain..,  Hih [ 72 PUBLIC + Blocked

EXPLONTIPOG

CWE-ZR36-3653 The ARFarms plugin for WaerdPress s vulnerabis 1o Slors... High | 7.2 WO ENOWH W Blocked
EXPLOIT

CWE-2026-100%]1 The Emall JavaScript Clogk plugin for WordPress is vilne.,.  High 7.2 WO EHOWH + Biocked
EXPELOIT
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CVE YULKERABILITY SEVERITY EXPLOITATION STATUS

Cross-5ite Scripting: 33 blocked - avg CV55 6.7 (continued)

CVE-2026-100%2 The Cincopa videa and media plwg=in plugin for WordPra,, High f7.2 W KHOWH + Blockod
EXPLOIT

LWE-2034-5a43 The WP Meta 520 plugin tor WordPress 5 vulnerable to . High [ 7.2 O KHOWH + Blocked
EXPLOIT

CVE-2825-49055 Unauthenticated Cross Site Scripting (X55) in Drag and .. High | 7.1 RO KHOWH " Biocked
EXPLOIT

CWE-2026- BOEG The wehdlail; Emall Marketing, Email Automation, Mewslett..  High [ WO RHOWH  Biocked
EXPLOIT

CYE-2026-95T0 The Taskbuilder WordPross plugin belgre 5.008 doas not ... High 7.1 MO KWW v Blocked
EXpLOIT

LWE-2024-325% The ultimate-woocommarce-auciion-pro WordPress plu... High [ 7. O KHOWH + Blocked
EXPLOIT

CVE- 2026 6356 The Transbank Webpay WordPress plugin before 1140 d.. High [ 71 O K HOWH + Blocked
EXPLOIT

CVE-ZE26 - 501046 Asgire |5 aweb framework. High [ 7. FTT T o Blocked
EXPLOITIPOE

CWYE-2026- 5172 The Simple Basic Contac) Form WordPress plegin throug.,.  High [ 7.1 O KHOWH +' Blocked
EXPLOLT

CVE-2826- 3257 The Page Buildes; Pagelayer — Drag and Orop website bull . Mediom [ 6.4 W R HOWH o Blocked
EXPLOIT

CYE-2016- 20073 WordPrass Booking Catendar Cantact Foem 1.0.23 contad, Madium [ &.4 PUBLIC « Blocked
EXBLAITIPOE

CWE-2805-71331 Flowise before 3.0.8 contains 8 cross-sihe sonpting (K55, Mediem /6.1 PUBLIC o Blocked
EXPLOITIPOS

CYE-2026-10880 Flana CE 1.3.1 altows a bow -privilegad project mamber to . Madium [ 5.4 PUBLIC + Blocked
EXPLOITIROD

CVE-Z2B26-44211 Fabric.js i a Javascript HTMLS canvas library. Medium | 5.4 PUBLIC W Blocked
EXPLOITIPGC

CWE-20826- 54025 LibreChat is anenbhanced ChatGPT clone that supports m..,  Madium [ 5.4 sUBLIC + Blocked
EEXPLQITIROE

CWE-2826 - 44587 CairierWave 1S a framework b epload files from Ruby app... Mediom [ 4.7 PUBLIE o Blocked
EXFLOITIROSG

CVE-2026- 54208 Astro iz a web framawork Wedium [ 4.2 PuBLIC + Blocked
EXPLOITIFOD

CVWE- 2026 - 528408 Caddy k& an extensible seodes platiorm that uses TLS by d...  Mediom [ 2.2 PUBLIC o Blocked
EXPLOITIFOE

CYE-2026-498]3 Open v5X Registry does not sanitize 56 files uploaded . Meadium [ 4.7 PUDLIC + Blocked
EEXPLQITIROC

CYE-2025-44%63 A stored X558 con be pxphoited by leveraging the usernom...  Low (0 PUBLED « Blocked
EXPLOITIPDC
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CVE YULKERABILITY SEVERITY EXPLOITATION STATUS

Cross-5ite Scripting: 33 blocked - avg CV5S5 6.7 (continued)

Z0-BA240TRAGCE3N  [wobapps] CubeCart < &30 - Roflecied Cross-5ite Scnp..,  Unknown PURLEC + Blockod

o7 EXPLOITIFOE

S5RF: 24 blocked - avg CVS57.4 - 2 CISA KEY

CVE-2025- 55454 Appsmith iz a platform to buitd admin paneds, infernal tool.,. Crtical | 9.9 sunLic | + Blocked
EXPLAITIMEE

CVE-28245-35273 201-26-337: Oracle PeopleSoft HitplisteningConnector ... Critical | 9.8 TISA MEW " Blocked

CVE-2026-48814 Metwork-Al iz a TypeScript/Noda js multl-agent orchastr., Critical { 9.1 HO EHOWH + Blocked
FXPLOIT

CVE-2026- 55266 CrawldA) before 0UR.7 cantaing a server-sede request farg... High [ BE W EHOWH o Blocked
EXPLOIT

CWE-2026-53TES Crawldal is an open-source LLM friendly web crawler & 5., High 8.4 WO KEHOWHN + Blockad
ExELaIT

CWE-Z025- 54088 Qipan Wehlli is a sell-hosted artificial intelliigence platiar... High /8.5 PURLIE « Blocked
EXPLOITIPEE

CVE-2026-46T717 Mazha Monitoring is a self-hostable, lightwelght, servers .., High |17 MO EROWN « Blocked
ExPLoit

CVE-2R26-54018 COpen WebUi s a selff-hosted artificnd intelligence plattar.., Hegh § 7.7 PUBLHS « Blocked
EXPLAITIPOG

LWE-2034- 54833 LibraChat is an enhanced ChatGPT clone that supports m... High J 2.7 PUBLIC + Blocked
EXPLQITIROC

CVE-2025-5306 IBM WebSphere Application Sarver 9.0, and 8.5 s vulner... High | 7.4 WO KHOWH + Blocked
EXPLOIT

CVE-2026-11355 The CFF to Wehhook plugin for WordPress is vulnerable t..  High | 7.2 WO K HDWH " Biocked
EEPLOIT

CVWE-20246-120%5 The Karge Takip plogln for WerdPress | vulnerable to Se.,  High j 7.2 WO DWW o Blocked
EXPLOIT

CVWE-2024-12184 The URL Praviaw plugin for WordPress s vuinerable to 5. High [ 7.3 O KHOWH + Blocked
EXPLOIT

CWE-2026- Ba169 Appsmith is a platform to buitd admin paneds, infernal teal.,.  High [ 7.2 =upLIC + Blocked
ExBLOITIMGE

CVE-2026- 56275 Flowise before 3.1.0 contains a server-side request forga.,  Hiah [ 21 PuRLic " Biocked
EXPLOITIFOE

CVE-2026-48762 Pyctantic Al is a Python agent framevwork for building appd..,  Medium [ 6.8 ML KRG ' Blocked
EXPLOIT

CVE-2836-11289 Thie Bt Integrateans — Form Integrateon, Webhook, Sprea..  Medium [ 6.5 W EHOWH  Bloched
EXPLOIT
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CVE VULMERABILITY SEVERITY EXPLOITATION STATUS

55RF: 24 blocked - avg CV557.4 - 2 CISA KEY (continued)

CVE-2026-50221 In Opan&tack Swift bafore 2.37.2, progy-server does nof .., Medium [ §.4 PURLIC + Blockod
EEPLOITIROC

CYE-2024-12774 A security vulnerability has been detected in Berrial Ntell..  Medivm [ 6.3 PUBLIC + Blocked
EEFLOITIROC

CVE-2026-127%8 & weakness has been identified in Barridl lielfmuptotd.. Madiom [ &3 PUBLIC o Biocked
EXPLOITIRGC

CVE-2026- 25559 phasaciil is a PHP secure communlcations llbrary. Medium | 5.8 PUBLIC + Biocked
EXFLOITIFOC

CWE-2B26-49979 Appsmith is a platform to build admin panels, infarral toal.,.  Low 2.7 suBLIE + Blocked
EXPLOITiPOG

20-SF1CABBADEEYS  [webapps| EspoCRM 8.3.3 - SERF Unknown PUEBLIC + Blocked

LEE EEFLOITIROC

CWE-2026-33230 CVE-2026-20230 | Cisco Unifled Communications Manz...  Unknown Cisk KEY + Blocked

Injection (General): 11 blocked - avg CVS58.2

CVE-2826-53609 ApostrapheCMS is an open-source Nade fs content man, Critical | 9.9 WO ENOWN « Blocked
ExPLaiT

CWE-ZR24-48T14 iEnext-ftip-roiddliewars s o middleware to be wsed with . Critical | 2.9 WO WHOWH + Blocked
EXBLOIT

CYE-2024-45684 Rocket.Chal 8 an open-source, secure, fully custarnizabl..  Critecal | 5. WO EHOWH + Blocked
EERLOIT

CWE-28256- 45689 Rockel Chal is an opan-source, secure, fully custaornizabl... Critieal | 9.1 WO KHOWH o Blocked
EXPLOIT

CYE-2026-47835 In Spring Al Vector Stores, special characters cowld be us..,  High | 8.6 MO EHDWH + Biocked
EEFLOIT

CWE-ZR26- 52845 Caddy k& an extensible serdver platiorm that uses TLS by d... High [ B PUBLIC + Blocked
EXPLOITIFOEC

CWE-2024-485979 PHP Standard Linrary (PSL) iz set of APis coveringasync,..,.  Highj 1.5 O KHOWH + Blocked
EXPLOIT

CWE-2026- 55683 hiip-proxy-middigware is nide.js http-proxy middisware: High [ 7.5 sUpLic + Blocked
EXBLOITIMGE

CVE-2026-Badi iand WebSphere Application Server 9.0 and 8.5 and 188 .. High [ 7.4 MO ENOWH « Biocked
EEPLOIT

CVE-2026- 540709 Open Woblll is a self-hosted artificial inteligence plattor.. Wadium [ 6.5 Byl v Blocked
EXPLOITIROE

Z0-93BESEBCICARE  (wehapps| cPanel - CRLF Injection Unknown PUBLIC o Blochked

EEE EXPLOIT/ROGC
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CVE YULKERABILITY SEVERITY EXPLOITATION STATUS

Insecure Design (File=-Upload Pattern): 11 blocked - avg CW55 9.5 - 5 CISA KEV

CVE-2025-69129 Unauihanticated Arhitrary File Upload in WordPress B'W.,,  Crtical | 10 W KNI + Biockod
EXPLOIT

LWE-2836 - 57TE0 Unsrestricted Upload of File with Dangerous Type vulnara.. Critical | 10 CISA KEY + Blocked

CYE-2026-27041 Contributor Arbitrary Fide Upkpad in Unfimited Elements §... Critical | 9.8 WO KWOWN o Biocked
EXPLOIT

CVE-2026-43708 o, uulnuahllily In 5P Page Bullder lor Joomlas alows unaul...  Critkcal | 9.8 ClEs KEY « Blocket

CVE-2826-48939 A wvulnerabllity inthe ICagenda extension for Joomia allow..  Critical | 5.8 PUBLIC " Blocked
SXPLOITIFEE

CVE-20246-49268 A remote attacker can inject LODWR special charmcters imlo, . Critical | 9.9 HO HHOWH + Blocked
EXPLOIT

CWE-2024-56345 Avides throwgh 2900 contalns an autharization bypass wa...  High [ B WO KHOWH + Biocked
EXPLOIT

E0-2EB201C53CHEC [wobapps] YAMOIS yames-oore 5,127 « LDAP Injection Unknown PUpLIE « Blocked

294 ERPLOITIFOS

CVWE-2026-23127 Lorn-Cay Exploitation of Vulnerability [CVE-2026-20245.,.  Unknown CISA KEY + Blockerd

CVE=-2R25-201682 Zero-Day Exgloitation of Valnerability {CVE-2028-20246... Unknown ElSa REV « Blocked

CYE-2824-20245 Zero-Day Exploliation of Vulnerablllty {CVE-2026-20245. .  Unknown CiSs KEY « Blocked

Uncontrolled Resource Consumption: 7 blocked - avg CVSS5 6.8

CVE-2026-9071 B WebSphare Application Server 8.0, and B.5 and 1B .. High [ .5 WO DWW + Biocked
EXPLOIT

CVE-2026-56248 Cap-go capgo (capgo-backend) before 12.128.12 contain,,.  High [ 7.5 WO WROWN  Blocked
EXPLOIT

CYE-20246- 55444 Langflow is a tool for bisiding and depioying Al-powerad . Hegh [ .5 PUBLIC + Blocked
EXPLOITIROG

CVWE-2025- 54024 LibraChat is an enhanced ChatGPT cions that supports m...  Medium [ 6.5 PUBLID « Blocked
EXPLOFTIPOC

CWE-2026-54037 LibraChat is an enhanced ChatdPT clone that supports m..,  Madiom [ 6.5 PuUBLIC + Biocked
EXPLOITIPOC

CVWE-2R26- 9320 I8 WebSphore Application Server 8.0, and 8.5 and 188 ., Wedium | 5.9 MO KROWH ' Blocked
EXBLOIT

CYE-2026- 10852 1Br WebSphare Application Server and 1BA WebSghere .. Madium [ 5.8 MO ENOWH + Blocked
EXPLOIT
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CE VULMERABILETY SEVERITY EXPLOITATION STATUS

XML Injection: 1blocked - avg CV55 9.4

CVE-2026-44029 Doclhing simplifins document processing by parsing divar, Critical | 9.4 W KNCHAH + Bilockod
EXPLOIT
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