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Zero-Day 
Vulnerability 
Coverage Report 
In June 2026, 400 zero-days emerged across the traffic AppTrana 

protects. Every one was caught and blocked automatically, no manual 

intervention, no exposure window. 

400 100% 
ZERO-DAYS BLOCKED CATEGORY COVERAGE 
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26 
CISA KEV CLOSED 

20 
AGENTIC Al/ LLM 

CLOSED 
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In this Report 
Coverage data for every zero-day vulnerabilities AppTrana blocked in June 2026, plus the 

exploitation, severity, and threat-intelligence context behind the numbers. 
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Coverage reflects real enforcement across AppTrana-protected traffic in June 2026. Every 

vulnerability listed traces back to a specific CVE, blocking rule, and scanner check. 
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01 • EX EC U Tl VE S U M MA RY

Zero-Day Exposure Window: 0 Days 

In June 2026, AppTrana's default rule set automatically blocked 400 zero-day vulnerabilities, 

achieving 100% coverage with zero manual intervention. The gap between disclosure and 

protection, usually where exposure lives, never opened. 

400 
BLOCKED BY DEFAULT 

Command Injection, SQL Injection, Path 

Traversal, and Cross-Site Scripting all 

covered at 100% out of the box, zero manual 

tuning required. 

Pre-patch 
EXTORTION CAMPAIGN CLOSED 

The Oracle PeopleSoft zero-day exploited by 

UNC6240 (ShinyHunters) was blocked by 

default before the vendor's own advisory 

shipped, eliminating that exposure window 

entirely. 
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26 
CISA KEV ENTRIES 

Including CVE-2026-12569 and CVE-2026-

20230, both cited under Binding Operational 

Directive 26-04, blocked before any patch 

obligation existed. 

20 
AGENTIC Al & LLM ZERO-DAYS 

Blocked automatically across prompt 

injection, RAG data exposure, and agent-to­

tool trust boundaries. Al threats didn't get a 

free pass. 
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02 • CO V E RAG E 

Coverage by Category 

Command Injection accounted for 180 of 400 vulnerabilities and the most Critical findings of any 

category, the largest share of risk this report tracks. All identified vulnerabilities were covered at 

100%, with no exceptions. 

CATEGORY 

Command Injection 

SQL Injection 

Path Traversal 

Cross-Site Scripting 

SSRF 

Injection 

Insecure Design (File-Upload) 

Uncontrolled Resource Consumption 

XML Injection 
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BLOCKED 

180 

93 

40 

33 

24 

11 

11 

7 

1 

CRITICAL HIGH AVG CVSS PEAK 

79 82 8.8 10.0 

15 71 8.2 9.8 

5 17 7.4 10.0 

3 18 6.7 9.6 

3 12 7.3 9.9 

4 5 8.2 9.1 

6 1 9.5 10.0 

0 3 6.8 7.5 

1 0 9.4 9.4 
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03 • R I SK P RO FI L E

Severity Snapshot 

81% of the 400 vulnerabilities blocked, 325 in total, were Critical or High severity, normally the 

fastest-tracked tier for patching. Here, there was no fast-track needed: all were already blocked 

by default. 

■ Critical ■ High ■ Medium ■ Low ■ Unscored

BREAKDOWN BY SEVERITY 

• Critical

• High

• Medium -

• Low I 

• Unscored -

325 
CRITICAL+ HIGH SEVERITY 
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116 

209 

48 

2 

25 

These sit in the tier most organizations rush to patch first, 

where an open exposure window carries the highest risk. 

Every one was already blocked at the edge, with no 

emergency patch cycle, out-of-band change, or manual 

rule work required. 

29.096 

52.396 

12.096 

0.596 

6.396 

5 



04 • REAL-WORLD RISK 

Exploitation & KEV Status 

Of the 400 blocked, 26 were already confirmed by CISA as actively exploited and listed in the 

Known Exploited Vulnerabilities catalog. Another 161 had a public exploit or proof-of-concept in 

circulation. The usual gap between exploit and patch simply didn't apply, coverage was already 

there. 

26 
CISA KEV • ACTIVELY 

EXPLOITED 

6.596 

161 
PUBLIC EXPLOIT/ POC 

AVAILABLE 

40.396 

NOTABLE CISA KEV ENTRIES BLOCKED 

CVE SEVERITY/ CVSS 

CVE-2026-35273 Critical / 9.8 

CVE-2026-10520 Critical / 10.0 

CVE-2026-10523 Critical / 9.9 

CVE-2026-8037 Critical / 9.8 
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213 
NO KNOWN EXPLOIT 

53. 296

CATEGORY 

SSRF 

Command Injection 

Command Injection 

Command Injection 
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05 • E M E R G I N G R I S K 

Agentic Al & LLM Risk Coverage 

Agentic Al and LLM components introduce a distinct set of exposures: prompt injection, insecure 

agent-to-tool trust boundaries, and exposed RAG data sources. In June 2026, 20 vulnerabilities 

across this attack surface were blocked automatically. 

6 
CRITICAL 

RISK AREA 

LLM Application Layer 

RAG Data Exposure 

Prompt Injection 

8 6 7.8 
HIGH MEDIUM AVG CVSS 

BLOCKED WHAT IT COVERS 

12 LLM application code and integrations 

4 RAG pipelines and connected data sources 

3 Direct or indirect prompt-injection vectors 

9.8 
PEAK CVSS 

Agent-to-Tool Trust 3 Autonomous-agent frameworks and trust boundaries 

NOTABLE Al/ LLM ZERO-DAYS BLOCKED 

CVE SEVERITY/ CVSS 

CVE-2026-55743 Critical / 9.6 

CVE-2024-58351 Critical / 9.8 

CVE-2026-55413 Critical / 9.4 

CVE-2026-53753 Critical / 9.8 

CVE-2026-44020 Critical / 9.4 
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CATEGORY 

Command Injection 

Command Injection 

Command Injection 

Command Injection 

XML Injection 
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06 • TREND

Vulnerability Trend 

Volume this period was heavily back-loaded. Weeks 3 through 5 (9 to 25 June) account for 383 

of the 400 vulnerabilities blocked, with week 4 alone outpacing the rest of the month combined. 

That surge lines up with a run of high-profile disclosures, lvanti Sentry, Oracle PeopleSoft, and a 

five-product CISA KEV cluster, all blocked without a single custom rule. 

TOP FIVE CATEGORIES • THREE-MONTH COMPARISON April • May • June

APR 

Command Injection MAY 

JUN 

APR 

SQL Injection MAY 

JUN 

APR 

Cross-Site Scripting MAY 

JUN 

APR 

SSRF MAY 

JUN 

APR • 

Path Traversal MAY • 

JUN 

Command Injection rose from 44 in May to 180 in June, and Path Traversal from 8 to 39, the 

sharpest month-over-month increases here. AppTrana held 100% coverage across both 

throughout, with no custom rule work or emergency patch cycles. A similar spike next month 

would need no additional engineering time or change-approval capacity: the existing rule set 

has already absorbed a 4x jump in volume without a coverage gap. 
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85 

44 

180 

109 

50 

93 

160 

98 

33 

74 

31 

24 

8 

8 

39 
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07 • TH R EAT I N TE L LI G E N C E 

High-Profile Attacks Blocked 

THREAT 

Oracle PeopleSoft 

CVE-2026-35273 

lvanti Sentry 

CVE-2026-10520 / CVE-2026-10523 

Cisco Catalyst SD-WAN 

CVE-2026-20245 / -20182 / -20127 

Command-Injection KEV Cluster 

5 products 

Cisco UCM & SD-WAN Manager 

CVE-2026-20230 / CVE-2026-20262 

Oracle PeopleSoft: blocked from day zero 

SEVERITY/ CVSS 

Critical / 9.8 

Critical/ 10.0 & 9.9 

Critical 

Critical/ 9.1 to 10.0 

Unscored / 6.5 

EXPLOITATION 

CISA KEV 

CISA KEV 

TARGETED INTRUSION 

CISA KEV 

CISA KEV 

Exploited in the wild as a zero-day between 27 May and 9 June, two weeks before Oracle's own advisory 

and patch. Mandiant attributes the campaign to UNC6240 (ShinyHunters), a financially motivated extortion 

collective that hit over 100 organizations, 68% of them higher education, stealing data later posted to the 

group's leak site. AppTrana's SSRF policy blocked the exploitation path from day zero. 

lvanti Sentry: closed same-day, ahead of any patch 

A pre-auth path to root-level remote code execution, with a public proof-of-concept released within a day 

of disclosure. lvanti Sentry has been a repeat KEV target, cited twice before this incident, and AppTrana's 

Default Rule Set closed this instance the same day it was disclosed, ahead of any vendor patch. 

Cisco Catalyst SD-WAN: upload-based escalation caught 

Mandiant documented a threat actor escalating from a compromised admin account to root-level access 

using a malicious file upload, then executing deliberate anti-forensic cleanup to erase its tracks. The exact 

upload-based escalation technique is the pattern AppTrana's Malicious File Upload policy is built to catch, 

and did. 

Command-Injection KEV Cluster: five unrelated products, one policy 

Kemp Load Master, Avada/Fusion Builder, FOSSBilling, and Gogs (twice), five separately disclosed, 

unrelated products, all added to CISA KEV within the same two-week window, and all closed by the 

AppTrana security policy. 
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08 • CO M P L ET E CO V E RAG E 

Every Vulnerability Blocked, by Category 
Each of the 400 vulnerabilities blocked in June 2026 traces back to a specific CVE, blocking rule, and 

scanner check, ready for audit or compliance review. 

CVE VULNERABILITY 

Command Injection: 180 blocked• avg CVSS 8.8 -16 CISA KEV 

CVE-2026-10520 More Evidence That Words Don't Mean What We Though ... 

CVE-2026-10523 CVE-2026-10520, CVE-2026-10523 - Multiple critical v ... 

CVE-2023-38035 CVE-2026-10520, CVE-2026-10523 - Multiple critical v ... 

CVE-2020-15505 CVE-2026-10520, CVE-2026-10523 - Multiple critical v ... 

CVE-2026-52704 Improper Control of Generation of Code ('Code Injection' ... 

CVE-2026-25470 Improper Control of Generation of Code ('Code Injection' ... 

CVE-2026-10561 IBM Langflow OSS 1.0.0 through 1.9.3 has an vulnerability ... 

CVE-2026-52813 Gags is an open source self-hosted Git service. 

CVE-2025-71338 Flowise contains a path traversal vulnerability in the /api/ ... 

CVE-2026-46850 Vulnerability in the MySQL Shell product of Oracle MySQ ... 

CVE-2026-5366 Prefect version 3.6.23 is vulnerable to remote code exec ... 
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SEVERITY EXPLOITATION STATUS 

Critical/ 10 CISA KEV ✓ Blocked 

Critical/ 10 CISA KEV ✓ Blocked 

Critical/ 10 CISA KEV ✓ Blocked 

Critical/ 10 CISA KEV ✓ Blocked 

Critical/ 10 NO KNOWN ✓ Blocked
EXPLOIT 

Critical/ 10 NO KNOWN ✓ Blocked
EXPLOIT 

Critical/ 10 NO KNOWN ✓ Blocked
EXPLOIT 

Critical/ 10 CISA KEV ✓ Blocked 

Critical/ 10 PUBLIC ✓ Blocked
EXPLOIT/POC 

Critical / 9.9 NO KNOWN ✓ Blocked
EXPLOIT 

Critical / 9.9 PUBLIC ✓ Blocked 
EXPLOIT/POC 
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