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Top 6 Industries
at Risk of Cyber 
Attacks

With every industry facing some level of risk, smart first steps are - to perform
regular vulnerability assessment, detect holes in security defenses with pen-testing

and deploy fully managed WAF to block malicious attacks.

Indusface is the Only Vendor To Be Named
Gartner® Peer Insights™ Customers’ Choice
in All the 7 Segments of Voice of Customer
WAAP 2022 Report.

Source: https://securityintelligence.com/posts/2022-x-force-threat-intelligence-index-ransomware-resilience-tops-findings/
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Top Targets - Safety systems, IIoT deployments, shop floor 

controllers, HMIs, monitoring systems

Most compromised data - Data theft, ransom, large scale

disruption, geopolitical factors

Manufacturing
23.2% of Attacks

Top Targets – Nuclear facilities, power grids, and power gene-

ration facilities

Most compromised Data – Credentials, Personal and Internal 

Data

Energy 
8.2% of Attacks

Top Targets – Banks, telecom companies, loan or insurance 

agencies, digital payment apps, hotels, airlines, and govern-

ment offices

Most compromised Data - PAN card number, payment-card 

related data

Finance and Insurance
22.4% of Attacks

Top Targets – Point-of-Sale (PoS) systems, internal emplo-

yees, central data network

Most compromised Data - Credit-card information, custo-

mers’ payment information

Retail & Wholesale 
7.3% of Attacks

Top Targets – Outdated Software, Medium-Sized Service-

Based Firms

Most compromised Data - Clients’ information, sensitive files, 

bank account information, and payment details

Professionals and Business Services 
12.7% of Attacks

Target-Internet of Medical Things devices, high-value health 

care machines that run on legacy systems

Most compromised Data - Patient data theft, ransom, lack of 

adequate cybersecurity measures

Healthcare
5.1% of Attacks

https://www.indusface.com/web-application-firewall.php

