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We have analyzed 1200+ websites and 12 billion+
requests on AppTrana to offer a rounded picture
of application security. Here’s what we found… 

Over 418 million attacks blocked during this time

How do companies stay protected? 

14 million
cyber-attacks blocked DAILY

30%
vulnerabilities have been open for 

180+ days

40K
vulnerabilities found

Customers are increasingly taking 
the “virtual patching” route

Top 4 vulnerability categories 

Vulnerability Type Total Vulnerabilities  

9002

7720 

4044

4042

Insecure Content Security Policy (CSP)/X-Frame-Options 

Application error message 

Cookie Overly Broad Path Detected 

HTML Form Without CSRF Protection 

Aging trend of these vulnerabilities

DDoS and Bot Attacks Blocked by AppTrana 

Look at whom we analyzed 

Most of the DDoS attacks originated 
from Ukraine, the UK, and the

United States

234

sites experienced DDoS attacks

Most of the bot attacks originated 
in Russia

695

sites experienced Bot attacks

Customer Segments 

31%34%

46%

Large Enterprise (> 1 billion)

Mid-size Enterprise ($10 Million - $1 Billion)

Small Business (< $10 Million)

Open for 180 Days +

32% 33%
Open for 30 Days + Open for <30 Days

35%

Download Report

Want to learn more?

The State of Application Security

The State of
Application Security

BFSI29%

IT Services and IT Consulting20%

Manufacturing15%

Retail & e-commerce9%

SaaS9%

Services8%

Healthcare2%
Other5%

Telecommunications3%IN
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Attacks blocked by the 
default configuration 

of AppTrana 

60%

Attacks prevented by 
on-demand virtual 

patches (custom rules) 

40%

https://www.indusface.com/resources/research-reports/the-state-of-application-security/?utm_source=state-of-application-Infographic&utm_medium=infographic&utm_campaign=state-of-application-2022-Infographic

