
Product overview 

•	 Zero	WAF	False	Positive	guarantees	that	WAF	rules	for	known	vul-
nerabilities	will	never	block	legitimate	traffic	

•	 Enhanced	protection	against	known	vulnerabilities	like	OWASP	Top	
10,	business	logic	flaws	and		others	

•	 Enhanced	 DDoS	 mitigation	 using	 custom	 rules	 for	 application	
DDoS	attacks

•	 Continuous	customized	tuning,	configuration,	response	and	man-
agement	by	security	experts

•	 Designed	to	work	with	IndusGuard	Web	scanner	

•	 Amazon	Auto	Scaling	to	increase	the	number	of	instances	based	on	
traffic	variation

IndusGuard	WAF	for	AWS	is	industry’s	first	SaaS	based	managed	web	
application	 firewall	 and	DDoS	protection	 solution.	 It	 provides	 virtual	
patching	for	applications	by	instantly	blocking	wide	range	of	vulnera-
bilities	without	any	code	modification.	Protecting	your	application	with	
our	WAF	requires	minimal	intervention	from	application	owners.

Our	managed	security	experts	will	protect	and	monitor	your	applica-
tion	 by	 leveraging	 their	 application	 security	 legacy.	 IndusGuard	WAF	
provides	a	combination	of	expert	 tuning	with	application	monitoring	
to	guarantee	zero	WAF	false	positive	(i.e.	prevent	attacks	without	ob-
structing	any	legitimate	traffic),	continuous	application	protection,	and	
managed	application	DDoS	mitigation.

Indusface’s	 high-availability	 architecture	 also	 ensures	 business	 con-
tinuity	 under	 extreme	 disaster	 situations	 by	 reverting	 to	 a	 fail-open	
mode,	while	Amazon	auto	scaling	support	adjusts	usage	up	and	down	
as	and	when	required.	We	also	optimize	resource	utilization	so	you	pay	
only	for	what	you	use.		                                                              
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Zero wAF False Positives

Guarantees that wAF rules for known vulnerabilities will never 

block legitimate traffic when tuned with a web application scanner 

(wAS)

Provides instant protection from all known application 

vulnerabilities on day zero of deployment 

Software-as-a-Service (SaaS)

Pay-as-you-go subscription model without any upfront capital 

expense

No hidden or additional costs

enhanced Application Protection

continuous breach prevention against owASP top 10, wASc tv v 

2.0 and bot attack  

iP reputation and geolocation based protection

custom rules for business logic vulnerabilities, unauthorized user 

behavior, and sensitive information leakage

AwS Auto Scaling Support 

Process almost unlimited amount of traffic as and when required

Pci 6.6 compliance

ensure compliance with Pci dSS requirement 6.6

informative dashboard

Quick glance at security posture and attack trends across all the 

websites

detailed information on type of threats, severity, geographical 

location, source iP address, affected websites, action taken on 

threats and more

Actionable reporting for complete control

SSL Support 

use wAF Premium with an existing SSL certificate, or

Get a custom SSL certificate in front of your existing SSL 

indusGuard web Support

Fully supported by indusGuard web 

compatible with other web application scanners  

enhanced ddoS Mitigation

Block bots specifically designed for application ddoS attacks

Prevent clickjacking script injections

Mitigate httP connection abuse

web Application Protocol Support

Supports a wide range of application protocols – httP 

(0.9/1.0/1.1), httPS, htML restrictions

Also supports various data interchange protocols - XML, SoAP, 

AJAX, JSoN, reSt

Managed by certified Security experts

real time incident monitoring, response and reporting

continuous wAF rules modulation to ensure zero false positive

Analyze and block application ddoS attacks

Total Application Security that Detects, Protects and Monitors 

We are industry’s first truly integrated ‘Total Application Security’ provider that ‘Detects, Protects & Monitors’ our 
customers’ applications on a continuous basis backed with Zero False positive promise. Our suite of products includes: 
IndusGuard Web- Dynamic Application Security Testing (DAST) solution for Web Applications, IndusGuard WAF- Fully 

managed Web Application Firewall and DDoS protection solution, and IndusGuard Mobile- Dynamic Application 
Security Testing solution for Mobile Applications.
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Indusface is an award-winning SaaS-based total application security company with more than 700 enterprise 
customers spread across 17 countries who trust us with their web and mobile application security.
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